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Introduction

Cybersecurity Threat

Landscape of current emergency management higher
education programs.

Recommendations
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Introduction

= Cybersecurity is a rapidly
emerging threat

= Today’s market demand
requires and prefers
cybersecurity expertise/
knowledge/ background

= EMs are increasingly required
to deal with the consequences
of cyber attacks.

= Cybersecurity should be part of
an all hazard approach, but
understanding the unique
Interactions necessary
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https://www.blacklistednews.com/article/73394/biotech-pharma-and-healthcare-firms-report-high-levels-of-cybersecurity-incidents-and.html
https://creativecommons.org/licenses/by/3.0/

The Cybersecurity Threat — Some Examples

= Denial of Service (DOS)
attacks on 911 centers

= Ransomware attacks on
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governments, and other - .
critical infrastructure |

= Breach of government

records -

[ ] CiViI unrest brought On by j This Photo by Unknown Author is licensed under CC BY-SA
social media trolling or
hacktivists
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https://www.flickr.com/photos/117994717@N06/40631791164
https://creativecommons.org/licenses/by-sa/3.0/

T-DOS Attack on 911 Centers

= 911 centers in over 12 U.S.
States were targeted in a
coordinated T-DOS attack in
2016

= PSAPs were inundated with
fake phone calls

= 911 centers could not
distinguish between fake
phone calls and legitimate
emergency requests
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Ransomware Attacks

= Baltimore City was hit with a ransomware
attack in 2019

= Louisiana government declares a state of ——
emergency after cyberattack.

= 22 Texas Towns Hit With Ransomware
Attack In ‘New Front' Of Cyberassault

» Hackers Are Holding Baltimore Hostage:
How They Struck and What's Next

» Hit by Ransomware Attack, Florida City
Agrees to Pay Hackers $600,000

» Second Florida city pays giant ransom to
ransomware gang in a week

= New Orleans Declares State of

Emergency FOl |OWI ng Cyber AttaCk o This Photo by Unknown Author is licensed under CC BY-SA

» Mississippi City Operations Disrupted By
Ransomware

FEMA
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https://en.wikipedia.org/wiki/Downtown_Baltimore
https://creativecommons.org/licenses/by-sa/3.0/

Breach of Government Records

= Office of Personnel LI
Management (OPM) was g B ¥IAN
subjected to a massive hack of
its personnel files

= Hackers exfilitrated millions of
sensitive records, including
Extremely contained on SF-86
forms.

= Hackers gained access to 5-6
million fingerprints of U.S.
employees

= |eft defense/intelligence
agencies vulnerable to
espionage and blackmaill

This Photo by Unknown Author is licensed under CC BY-SA
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http://commons.wikimedia.org/wiki/File:Office_of_Personnel_Management,_Washington,_DC_2012.JPG
https://creativecommons.org/licenses/by-sa/3.0/

“Hactivism”

= Political activism in which
hacking skills are employed
against powerful institutions
* Russian (GRU) i R

1711010 /
01000000

disinformation campaign
during 2016 Presidential &
Election

" Tro I I i n g d u ri n g 20 15 | This Photo by Unknown Author is licensed under CC- BY-NC-ND
Baltimore City Unrest

29 FEMA
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https://systemscue.it/hackers-which-how-many-kind-exist/14301/
https://creativecommons.org/licenses/by-nc-nd/3.0/

The Current Landscape

= 9 PHD Programs- 0% offer
cyber courses

= 65 Graduate Programs (not
certificate programs)- 20%
offer cyber courses, mostly
as part of HMLS

* 15% more than last year

» 83 Undergraduate Programs
(not certificate programs)-
5%offer cybersecurity
classes, and only under the
HMLS umbrella

This Photo by Unknown Author is licensed under BY

& FEMA
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http://cozybeehive.blogspot.com/2010/03/learning-jobst-brandt-part-ii.html
https://creativecommons.org/licenses/by/3.0/

Recommendations

* Interdisciplinary approach

* Integrate Cybersecurity
Into Emergency
Management education

» Cybersecurity
Preparedness e.qg.
Cyber Response Plan

= Conseguence
Management

= Law and Policy
= All-Hazard Approach
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https://geobrava.wordpress.com/2018/04/16/cybersecurity-solution-spending-will-reach-134-billion/
https://creativecommons.org/licenses/by-sa/3.0/

Recommendations

= Interdisciplinary approach —

= Integrate Emergency
Management into Cybersecurity
Education

Preparedness and planning

Risk and vulnerability
assessments

Training and exercise
Coordination of resources

Communication through
available EM resources

EOC Activations
Critical Infrastructure
COOP planning
NIMS

ﬁfﬁ\ ¢
@@5 FEMA
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https://en.wikipedia.org/wiki/First_responder
https://creativecommons.org/licenses/by-sa/3.0/

The Benefits of Integration

= Well-Rounded and Better-
Prepared Emergency
Management/Cybersecurity
Professionals

» Relevant subject matter
expertise

= No need for “on-the-job
training” during a disaster

= Can bring institutional
knowledge and expertise to
new venues

= Private Sector |
u P u bI IC Sector This Photo by Unknown Author is licensed under CC BY-SA

& FEMA
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https://en.wikipedia.org/wiki/Emergency_management
https://creativecommons.org/licenses/by-sa/3.0/

The Benefits of Integration

= Meeting Market Demand.:
Today’s market demand
requires and prefers
cybersecurity expertise/
knowledge/ background

= Cybersecurity is a rapidly
emerging threat

= Higher program
marketability

= More marketable
graduates
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Conclusion/Takeaways

A

1. Cyber attacks/ breaches/ threats can have
repercussions that impact emergency management and
are the most rapidly growing threat

2. Cyber incident response should be seen as part of an
all hazard approach and not in a separate silo

3. Emergency management should incorporate
cybersecurity into higher education programs to breed
better equipped emergency management professionals

Squires/Yelin June 3, 2020
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Questions/Comments

* Netta Squires, nsquires@Ilaw.umaryland.edu

= Ben Yelin, byelin@law.umaryland.edu
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