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Vision and Mission

= Vision - A safe, secure, and resilient critical infrastructure based on, and
sustained through, strong public and private partnerships

= Mission - Lead the National effort to mitigate terrorism risk to, strengthen
the protection of, and enhance the all-hazard resilience of the Nation’s
critical infrastructure




Threats May Come from All Hazards




Cyber Threat Actors

« DHS is concerned with the recent rise in targeted and successful
malware campaigns against industrial control systems (ICSs).

 These campaigns were associated with sophisticated threat actors with
demonstrated capabilities to compromise control system networks.

* The depth of intrusion into the control
system network provided the threat actors
with the ability to potentially:

— Manipulate control system settings
— Control the process
— Destroy data and/or equipment.
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“Cyber Threats Pose an Enormous Challenge”

President Barack Obama: Speech at the National Cybersecurity and
Communications Integration Center — Jan 13, 2015:

“It's one of the most serious economic and
national security challenges we face as a nation.
Foreign governments, criminals, and hackers
probe America’s computer networks every

single day.”
President Obama also noted that protecting the
nation’s critical infrastructure is essential to public
health and safety stating that,

“Neither government, nor the private sector can defend the nation
alone. It’s going to have to be a shared mission — government and
industry working hand in hand, as partners.”
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Growing Concerns for Control Systems

NSA Director, Admiral Michael Rogers
Testimony to House Select Intelligence
Committee — Nov. 20, 2014:

“There shouldn’t be any doubt in our
minds that there are nation-states and
groups out there that have the
capability to enter industrial control
systems and to shut down [and]
forestall our ability to operate our basic
infrastructure.”

“All of that leads me to believe it is only a matter of the ‘when,’
not the ‘if’ that we are going to see something dramatic.”
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Protective Security Advisors

» PSAs are field-deployed personnel who serve as critical infrastructure
security specialists

— Regional Directors (RDs) oversee and manage the PSA program in their
respective region

= State, local, tribal, and territorial (SLTT) and private sector link to DHS
infrastructure protection resources

« Coordinate vulnerability assessments, training, and other DHS products and
services

* Provide a vital link for information sharing in steady state and incident response
 Assist facility owners and operators with obtaining security clearances

= During contingency events, PSAs support the response, recovery, and
reconstitution efforts of the States by serving as pre-designated
Infrastructure Liaisons (IL) and Deputy ILs at the Joint Field Offices




Value of the PSA Program

PSAs:

Support comprehensive risk analyses for critical infrastructure

Assist in the review and analysis of physical/technical security for critical
infrastructure

Convey local concerns and sensitivities to DHS and other Federal agencies
Relay disconnects between local, regional, and National protection activities
Communicate requests for Federal training and exercises




Protective Security Advisor Locations

Protective Security Advisor (PSA) Locations - July 21, 2015
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Cyber Offerings for Critical Infrastructure

= National Cybersecurity and =  US-CERT
Communications Integration Center
(NCCIC) — National Cyber Awareness System
— US-CERT Operations Center — VUInerabiIity Notes Database
- Remote and On-Site Assistance — Security Publications
+ Malware Analysis = Control Systems Security Program
- Incident Response Teams — Cybersecurity Training
_ |CS_CERT Operations Center — Information PrOdUCtS and

- ICS-CERT Malware Lab Recommended Practices

« Cyber Security Evaluation Tool " Cyber Exercise Program

. Incident Response Teams = Cyber Security Evaluations Program

— NCATS
* Cyber Hygiene service

— Cyber Resilience Review
— Cyber Infrastructure Survey Tool

* Risk and Vulnerability
Assessment

Homeland
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Cybersecurity Evaluations — Summary 1

Cyber Resilience Review
(CRR)

Cyber Infrastructure Survey
Tool (C-IST)

Supply Chain / External
Dependency Management

(EDM) Review

Onsite Cyber Security
Evaluation Tool (CSET)
Assessment

Purpose

Identify cyber security
management capabilities
and maturity

To calculate a comparative
analysis and valuation of
protective measures in-place

Identify external
dependencies and the risks
associated

Provides a detailed,
effective, and repeatable
methodology for assessing
control systems security —
while encompassing an
organization’s
infrastructure, policies,
and procedures.

Scope

Critical Service view

Critical Cyber Service view

Organization / Business
Unit

Industrial Control Systems

Time to Execute

8 Hours (1 business day)

2 %2 to 4 Hours

2 to 2 2 Hours

8 Hours (1 Business Day)

Information Sought

Capabilities and maturity
indicators in 10 security
domains

Protective measures in-place

Third-party security
requirements and contract
management info

Industrial control system’s
core functions,
infrastructure, policies,
and procedures

Preparation

Short, 1-hour
questionnaire plus
planning call(s)

Planning call to scope
evaluation

Planning call to scope
evaluation

Coordinated via Email.
Planning call(s) if
requested.

Participants

IT/Security Manager,
Continuity Planner, and
Incident Responders

IT/Security Manager

IT / Security Manager with
Contract Management

control system
operators/engineers, IT,
policy/management
personnel, and subject
matter experts.




Cybersecurity Evaluations — Summary 2

ICS-CERT Design Architecture
Review (DAR)

ICS Network Architecture
Verification and Validation
(NAVV)

Network Risk and Vulnerability
Assessment (RVA)

Cyber Hygiene (CH) Evaluation

Purpose Supports the cybersecurity Provides analysis and base- Perform penetration and deep Identify public-facing Internet
design via investigative lining of ICS communication technical analysis of enterprise security risks, at a high-level,
analysis, production, and flows, based upon a passive IT systems and an through service enumeration
maintenance of control (non-intrusive) collection of organization’s external and vulnerability scanning
systems and ICS components. TCP Header Data. resistance to specific IT risks

Scope Industrial Control Industrial Control Systems/ Organization / Business Unit / Public-Facing, Network-Based

Systems/Network
Architecture

Network Architecture/
Network Traffic

Network-Based IT Service

IT Service

Time to Execute

2 Days (8 Hours Each Day)

Variable (Hours to Days)

Variable (Days to Weeks)

Variable (Hours to Continuous)

Information Sought

Network design,
configurations,
interdependencies, and its
applications.

Network traffic header-data to
be analyzed with Sophia Tool.

Low-level options and
recommendations for
improving IT network and
system security

High-level network service and
vulnerability information

Preparation

Coordinated via Email.
Planning call(s).

Coordinated via Email.
Planning call(s).

Formal rules of engagement
and extensive pre-planning

Formal rules of engagement
and extensive pre-planning

Participants

control system operators/
engineers, IT personnel, and
ICS network, architecture,
and topologies SMEs

control system operators/
engineers, IT personnel, and
ICS network, architecture, and
topologies SMEs

IT/Security Manager and
Network Administrators

IT/Security Manager and
Network Administrators
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CRR Self-Assessment Package

Released in February 2014 to complement the
launch of the NIST CSF.

- The CRR Self-Assessment Kit allows organizations to
conduct a review without outside facilitation.

« Contains the same questions, scoring, and reporting as
the facilitated assessment.

«  The kit contains the following resources:
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= Method Description and User Guide
Cyber Resilience Review (CRR):
= Complete CRR Question Set with Guidance Self-Assessment Package

= Self-Assessment Package (automated toolset)
February 2014

= CRRto NIST CSF Crosswalk
- CRR Self-Assessment Kit website: A Homeland
Qe Security
e http://www.us-cert.gov/ccubedvp/self-
service-crr




Cyber Security Evaluation Tool — CSET

Stand-alone software application

“””::—’/\ Self-assessment using recognized standards
* Tool for integrating cybersecurity into existing
' corporate risk management strategy

CSET Download:

http:/us-cert.gov/control_systems/csetdownload. html

A Homeland
I,W* Securit
LAND 555




Protected Critical Infrastructure Information

= Established under the Critical
Infrastructure Information Act of 2002

= Protects voluntarily submitted critical
infrastructure information from:
— Freedom of Information Act
— State and local sunshine laws
— Civil litigation proceedings
— Regulatory usage

= Provides private sector with legal
protections and “peace of mind.”

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION

Requirements for Use

Nondisclosure

This document contains Protected Critical Infrastructure Information (PCIT). In accordance with the provisions of the Critical Infrastruciure
Information Act of 2002, 6 US.C. §§ 131 at saq. {the “CII Act), PCII is exe mpt from relesse under the Freedom of Information Act (5

1I5.C. 552) and similar State and local disclosume laws, Unawthorized release may result in criminal and administrative penalties. It is o be
safeguarded and disse minaed in accordance with the CI1 Act, the implementing Regulation at 6 C.F.R. Part 29 (the “Regulation™)y and PCII

Program requirements.

By reviewing this cover sheet and accepting the attached PCIL v ting not to disclose it to other
individuals without following the access requirements and to ¥ guidance contained herein, Your

I you have mot o L v 1 ithin 30 days of receipt
of this information. You will receive an email uded in the email.

Individuals eligible to acoess the attached PCII must be Federal, State or local government employees o contractors and must meet
the following requirements:

»  Assigned to home land security duties relsied to this critical infrastructure ; and
#  Demonstrate avalid need-to-knaw.

Access

The ecipient must comply with the requirements stated in the C11 Act and the Rezulation.

Storage: When not in your possession, stom i 4 secur environment such a5 in a locked desk drawer or locked container. Do not leave
this document unattended.
Trensmission: You may transmit PCI by the following means to an eligible individual who meets the access requiements lisied shove.
In a1l cases, the e ciphent muast accept the terms of the Non-Disciosure A greement before being given access o PCIL
Hand Delivery: Authorized individuals may hand carmy mae rial as long as access (o the material is controlled while in transit.
Emmil: Encryption should be wsed. However, when this is impractical or unavailable you may transmit PCII over regular email
«chanpels. I encryption is not availabke, send PCI as a password protecied attachment and provide the password under separate cover.
Do ot send PCIT to personal, non-employment related email accounts. W henever the recipient forwards or disssminates PCH via
email, piace that mformation in an attachment.
Maik USPE First Class mail or commercial equivalent. Place in an opaque envelope or contsiner, sufficiently szaled to prevent
inadve rient opening and to show evidence of tampering, and then placed in a second envelope that has no marking on it to identify the
«comtents as PCIL Envelope or containe r must bear the compiete name and address of the ender and addressee. Envelope will have no
outer markings that indicate the contents are PCIT and must bear the foliow ing betow the eum addess  “POSTMASTER: DO NOT
FORWARD. RETURN TO SENDER.” Adhere to the afoementioned rquirrments for interoffice mail.
Fani: You are encouraged, but not requined, to use a secume fax. When sending via non-secure fax, coordinate with the recipient ko ensure
that the faxed meierials will not be keft unatended or subjected to unawthorized disciosare on the recei ing end.
Telephone: You are encouraped to ue 3 Secure Telephone UnitEquipment. Use cellular phones only inexigent circumstances.
Reproduction: Enzure that a copy of this sheet is the first page of all mproductions containing PCIL Clear copy machine matfunctions
and ensare all paper paths are checked for PCIL Destroy all unusable pages immediatety.
Destruction: Destroy (ie., shred or bum) this document when no longer needed. For laptops or CPUs, delele file and empty recycle bin.

Handling

You may use PCII to create @ work product The product must not eveal any information that
# [s proprietary, basiness sensitive, or trade secret;
#  Relates specifically to, or identifies the submitting person or entity (explicitly or implicitlyy; and
#  Is otherwise not appropriately in the public domain.

Mark any mewly ceated document containing PCII with “Protected Critical Infrastrocture Information™ on the top and bottom of
each page that contains PCIL  Mark “(PCII" beside each paragraph containing PCIL Place a copy of this page over all newly
creaked documents containing PCIL. The PCI1 Submission Identification Numbenis) of the source documentis) must be included on
the derivatively created document in the form of a footnode,

Derh ative Sanitized
Products Products

Submission Identification Number:

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION



For more information visit:
www.dhs.gov/criticalinfrastructure

Marty J. Smith

Protective Security Advisor - Orlando
Marty.J.Smith@hq.dhs.gov / NICC@hqg.dhs.gov
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