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. baCkground:
What is Systemic Resiliency?

Resilience: “An ability to recover from or adjust easily to
misfortune or change.”

- Webster’s
> objective of Systemic Resiliency is to continue operations at an
eptable level during and after an event and to resume pre-event
rations levels as soon as possible:
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In other words...
“Control how far you fall and how fast you recover.”



‘R: The electric grid continues to operate at
ptable level because, pre-event, investments = ¢
lade in standardization of parts and ;
tions to enable interchangeable parts and
eplacement after disruption

werpetdriorsich i COMMUNICATIONS:Acceptable levels of communicat
— ' for responders, businesses and the sick and injured are er
by rapid deployment of portable communications networ
located aboard tethered dirigibles

SPORTATION: Goods continue to flow using
ary, portable bridges whose footings and access ramps

ilt before the event, servicing traffic flow until
no of 29 nermanent bridee 1< comnleted




. baCkground:
What is Catastrophic Risk?

According to DHS, “A catastrophic incident...
esults in extraordinary levels of mass
casualties, damage, or disruption severely
ffecting the population, infrastructure,
nvironment, economy, national morale, and/or
rovernment functions. A catastrophic incident
ould result in sustained nationwide impacts
yver a prolonged period of time; almost
mmediately exceeds resources normally
wvailable...”



. baCkground:
What is Catastrophic Risk?

)ifferent Agencies and actors have vastly
lifferent ideas of ‘Catastrophic Risk’:

Catastrophic can often be confused with ‘mass
casualty’, which can mean as few as 4-6
injured, or whatever would overwhelm the local
response capacity



. baCkground:
What is Catastrophic Risk?

et... a RAND study, “Considering the Effects of a Catastrophic
rist Attack”, otters the following impacts of a “catastrophic” nucl

ation in Los Angeles:

000 people might die instantly from the blast itself or quickly thereaft
n radiation poisoning.

),000 more might be exposed to hazardous levels of radioactive water :
iment from the port, requiring emergency medical treatment.

ompletely destroy the entire infrastructure and all ships in the Po
g Beach and the adjoining Port of Los Angeles.

00,0000 people might try to evacuate the Los Angeles region.
soline supplies might run critically short

ynomic impact ... could exceed $1 trillion, driven by outlay for medic:
1rance claims, workers’ compensation, evacuation, and construction. The $
jon to $100 billion for 9/11 puts this figure into perspective.



. bdCKgrouna.
Insights from the field

ost risk models are asset-based and probabilistic, being deri
m security/risk management models originally designed for
set-specific security

ywever, systemic risk and cascading impacts from the failur
terdependent systems belies the assets-based approach —
cause the system is > the sum of the individual assets

o Massive catastrophic events often result from non-linear, unpredictable
changes, driving the need for systemic resilience

o No alchemy of estimation, historical analysis, and complex
simulations can divine a fully correct number for assigned risk

o Lacking precision, actuarial-based risk calculations ignore unlik
but potentially catastrophic events — and misallocate resources



. bdCKgrouna.
Insights from the field

; a result, we are not good at fully preparing for truly
itastrophic events

o Low likelihood, high consequence issues have few suppor

better approach is to work the issue backwards, defining
1at is necessary post-event and ensuring there is resilien
that level

[ Restliency is not about the assets themselves, 1
hout the systems’ ability to meet minimally
2ceptable thresholds (MATs) of their primary
ttical functions (PCFs)
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=~ NHOSOPNICAl APDIOc
The ‘Governance Gap’

leral Government is ultimately responsible for the securit
nation as a whole — and they are the ONLY entity with
1s that includes massive cascading effects

Protecting all potential targets is neither feasible (too expensive)
guaranteed to sustain the system (because each system needs the
others in order to function)
, In practice, many/most DHS and other Federal efforts support
te/local and private sector owner/operator efforts to protec
crete assets — not the system as a whole



Thesis Statement

¢

‘For truly Catastrophic Events, the most important

1ational imperative is to ensure that major lifeline critica

infrastructure sectors continue to operate and to bounce

back as quickly and well as possible.”

the thesis is correct, then:
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no Leads?
nat do they Do, and How?

no Pays?



esiliency for omplex Adaptive System:

(RCAS)

can complement traditional asset-based risk models with
siliency models” aimed at minimizing the cascading imp
| catastrophic event

> Focus is on ensuring that the Critical Infrastructure (CI) systems cc
to operate at a minimally acceptable level

Juires mapping out the interconnectedness and cascading ¢
osing any given systems upon the rest of the systems.

°n, determine minimally acceptable throughputs for specifi
tems and where bottlenecks occur during a given disruption




Ill. ENSUring systemic Resilience:
The RCAS Approach

ept

t-event consequences are deemed acceptable
us is regional

phasize food, water, power, transpo, & comms

Process \/
« Develop a manageable number of reasonable
catastrophic scenarios

« Determine acceptable levels of CI operations

 Assess the consequences of the scenarios against a
regional set of lifeline CI svstems.

Starting Point

o ID plausible illustrative scenarios
o ID primary critical functions (PCF) per CI
e Define minimum accenptable threshold (MAT)



*NOTIONAL* Minimally

Acceptable Thresholds (MATs)

MAT,
SECTOR Dur?l/IlA’ll;l,vent Immediate Lorl:/I é’[&rm
5 Aftermath 5
75% of 85% of 95% of
culture & Food normal capacity | normal capacity normal capacity
king & Finance 99% 99% 090%
1mSs 80% 90% 95%
rgy 70% 80% 90%
1sportation 757 80% 90%
o Qr0/ a0 % Q=92




NSUri ysSiemic ~esliience.
The RCAS Process Model

5 RCAS Process Model
efine

PCFs and MATs Sufficient
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NSuUring systemic ~esllience
3 Key Factors in Systemic Resilience

ability

pendency

The degree to which a specific infrastructure or system plays a role in supporting
overall prevention, preparedness, mitigation, response and recovery with regard t
hazard. The infrastructures and systems they support often play important roles :
mitigating the impact of hazards before, during, and after they take place, and cay
their relative role in supporting operational continuity in the face of specific hazazr

The degree to which a given hazard impacts a particular infrastructure or other sy
creating representative disaster scenarios based on expert analysis and informed |
historical events, various critical infrastructure systems experts can be surveyed t
impacts of these hazards on the systems. This analysis produces a tiered list of the
that cause the greatest impact for each of the specific infrastructures and systems.

The degree to which it supports other systems, for individual critical infrastructure
support each other (for example, electricity is required to pump water, and both ar
for normal operational continuity), and proper functioning often requires the syste
together in tandem. Assessing these critical infrastructure systems individually to
their importance in supporting each other, and therefore their role in continuity of
as a whole, is a crucial task in achieving systemic resilience.



I1l. IVieasuring & Iviodeling Resillience:
Sample RCAS Investment Alternatives

stalling
lant power,
yms, other

tworks

sitioning of
yment and
rsonnel
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Developing and
storing temporary
power/telecoms/
etc. networks

Redundant
equipment,
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multiple vendors

Waiving certain
regulations

Training and
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Emergency
command and
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Re-routing /
relocating key
functions

control structures /

communications

Cross-trair
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business oper
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1. ENSUring systemic ~esilience.
Driving Smarter Investments!

1. Decreasing the 2. Increasing sector’s
likelihood of the event Redundancy

- Prevention, such as increased - Redundaqcy and Reserves, such as
radiation scanning increasing the overall power
generation capacity or investing in
modular/interchangeable designs

3. Lowering the 4. Increasing another
sector’s MAT sector’s capacity

- Reset, such as public information - Substitutes, such as increasing the
campaign to reduce psychological ability to import food through the

impacts of an event, enabling a transportation sector inherently
lowered MAT lowers the MAT for agriculture & food




V.. LONCIUSIONS.
The Governance Gap

old model for managing risk was to draw out discrete, singular ris
protect against the most likely and the worst of them by protecting
sset level.

y’s networks are too large, change too fast, and cover too many
plex interdependencies to use such a linear approach.

neither possible nor sufficient to strengthen the weakest points c
ad resources thinly across every possible point of attack or failure

ad, we must determine what is critical to ensuring the system is
ible and durable enough to continue to operate at acceptable levels
take measures to implement solutions that address current gaps

... But ONLY the Federal Government can fill this gap!



. LOoNnclusions:
Federal Roles & Responsibilities

leral entities should:

“ontinue to support State/Local and Private Sector ef
y coordinating best practices and standardization

Severity of impact in state/local case determines Fed involvement
Main Fed involvement should focus on limiting spread of the impac
(where applicable)

3UT also must address the problem top-down, lookin
Irst at existential threats and “systems of systems” analy:
nsure COOP/COG and survivability of truly strategic CI,
i.e., Food, Water, Comms, Power & Transportatic

Look at breakpoints in capability of systems where impairment wot
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Is Resilience Modeling for
Catastrophic Events worth it
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If you knew 10,000 or 100,000 Or mor
could be impacted,

what wouldn’t you do to get ready?”



)r more Mike Barrett

formation: (703) 899-0066
mbarrett@security-reslience
wwuw.security-resilience.orqg







N\NOICS & NCSPOI U

State/LLocal & Private Sector

te / Local and Private Sector should:
D and protect individual assets

Continue asset-based security and reasonable redund
excess capacity, and use of alternate systems that ma
the reasonable business imperative of the entity.

~Joordinate with the Federal government on facilitating C
>OG and strategic survivability as well as take lead on a
evel risk management efforts.

’repare to lead local and regional response/recovery efft



Critical Functions Model

termining "how much resilience is enough?" using a Systems-
sed Critical Functions model:

Define each CI sector’s Primary Critical Function (PCF)

Define Minimally Acceptable Operational Capacities (MATSs) for each
sector’s PCF;

Evaluate each sector’s relative current resiliency for meeting its PCF
MATsSs

Assess the consequences of illustrative event scenarios acting upon
PCF’s of the CI sectors;

Measure current gaps between the consequences of the HLS threat
and the PCF MAOC:s;

Remedy the resiliency gaps by investing to ensure the CI sectors can
meet the MATSs of their PCFs.



RCAS Process Model
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