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EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

he COVID-19 pandemic illustrates the challenge of ensuring resilience and continuity in a connected world. Many of
the effects of this new breed of crisis can be significantly ameliorated through advance preparations that yield resilience,
coherence, and focus as it spreads rapidly through the entire system, stressing everything from emergency services and supply
chains to basic human needs and mental health. The pandemic produces cascading effects and high levels of uncertainty. It
has undermined normal policymaking processes and, in the absence of the requisite preparedness, has forced decision mak-
ers to craft hasty and ad hoc emergency responses. Unless a new approach is devised, crises like COVID-19 will continue
to challenge the modern American way of life each time they emerge. This annex collects observations from the pandemic
as they relate to the security of cyberspace, in terms of both the cybersecurity challenges it creates and what it can teach the
United States about how to prepare for a major cyber disruption. These insights and the accompanying recommendations,
some of which are new and some of which appear in the original March 2020 report, are now more urgent than ever.

The lessons the country is learning from the ongoing pandemic are not perfectly analogous to a significant cyberattack, but
they offer many illuminating parallels.

*  First, both the pandemic and a significant cyberattack can be global in nature, requiring that nations simultane-
ously look inward to manage a crisis and work across borders to contain its spread.

e Second, both the COVID-19 pandemic and a significant cyberattack require a whole-of-nation response effort and
are likely to challenge existing incident management doctrine and coordination mechanisms.

*  Third, when no immediate therapies or vaccines are available, testing and treatments emerge slowly; such cir-
cumstances place a premium on building systems that are agile, are resilient, and enable coordination across the
government and private sector, much as is necessary in the cyber realm.

*  Finally, and perhaps most importantly, prevention is far cheaper and preestablished relationships far more effective
than a strategy based solely on detection and response.

This annex highlights the renewed importance of 32 of the Commission’s original recommendations and offers four new
recommendations in two distinct sections. Section I, Cybersecurity Challenges during a Pandemic, focuses on recommen-
dations made more pressing by the pandemic response and associated social distancing protocols. They address several areas,
including:
e The need to digitize critical services and do so securely, which underscores the importance of stimulus grants
to incentivize the movement to the cloud and broader modernization in state, local, tribal, and territorial
governments.
e The overall importance of the U.S. government leading the push for a more secure and reliable cyber ecosystem,
given the increase in working from home.
*  The increase in fraud and other malicious activity during the pandemic, which underscores the need to build
capacity to combat opportunistic cybercrime.

In addition, this section contains two new recommendations:
1. DPass an Internet of Things Security Law

2. Support Nonprofits That Assist Law Enforcement’s Cybercrime and Victim Support Efforts

Section II, What a Pandemic Can Teach the United States about How to Prepare for a Major Cyber Disruption,
focuses on recommendations that the COVID-19 crisis has reinforced as necessary to ensure that the United States is well
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EXECUTIVE SUMMARY

positioned to prevent and, if necessary, respond to a crisis induced by a significant cyberattack. Responding to complex
emergencies requires a balance between agility and institutional resilience across each sector of the economy, focusing partic-
ularly on critical infrastructure. Specifically, this section outlines relevant recommendations pertaining to:

*  Strategic leadership and coordination, both domestically and internationally, underscoring the importance of the
National Cyber Director and a properly resourced Cybersecurity and Infrastructure Security Agency as well as the
criticality of establishing a process to ensure Continuity of the Economy planning.

*  Preparedness efforts led by the government to ensure the availability of critical resources and a workforce ready to
aid in response and recovery efforts.

*  Prevention and mitigation efforts underpinned by a solid foundation of comprehensive data, a strong under-
standing of the risks posed by a crisis, and a data-driven approach to mitigating those risks before, during, and after
a crisis.

*  Response and recovery capability and capacity, including prior planning and frameworks to coordinate policy
responses such as establishing a “Cyber State of Distress” and invoking the Defense Production Act.

*  Capacity to counter disinformation through societal resilience and organizations that identify, expose, and
explain malign foreign influence operations.

In addition, this section contains two new recommendations:
1. Establish the Social Media Data and Threat Analysis Center
2. Increase Nongovernmental Capacity to Identify and Counter Foreign Disinformation and Influence Campaigns

Over the past two decades, the United States has experienced a barrage of cyberattacks that have impacted the national
economy, American democracy, and peoples” daily lives. Despite these shots across the nation’s bow, the United States has
been slow to correct our course and update our institutions to meet the threat. Although not a cyberattack, the COVID-19
pandemic serves as another warning shot, challenging the resiliency of the nation in new ways and underscoring the urgency
with which the United States must improve its capacity to prevent, withstand, and respond to crises regardless of their cause.
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SECTION I: CYBERSECURITY CHALLENGES DURING
A PANDEMIC

I n addition to offering lessons for cyber crisis management, the COVID-19 pandemic has highlighted the reality that we
cannot afford piecemeal resilience in the realm of cyberspace, where the flexibility needed for personal and business oper-
ations must not be constrained by an inherent lack of security in its foundations. Social or physical distancing has forced

a new reliance on cloud and other technologies that enable remote work and remote services, further underscoring the
importance of secure cloud services and of digitization. The need for much of the workforce to work from home has under-
scored the importance of in-home and consumer information technology devices and a secure and reliable cyber ecosystem.
The uptick in opportunistic cybercrime has underscored the importance of ensuring robust law enforcement capabilities
and authorities. In some cases, the Commission’s recommendations outline a comprehensive approach to addressing these
challenges, but the novel circumstances highlight the need to make small modifications to existing recommendations. Other

challenges require renewed attention and new ideas.

In this section, the Commission offers two new recommendations on digitizing critical services, supporting the work-from-
home economy, and combatting opportunistic cybercrime; it also highlights recommendations from the March 2020 report
that are now all the more urgent given the changed conditions created by the pandemic.

A. DIGITIZATION OF CRITICAL SERVICES

The pandemic has produced new requirements that demonstrate the importance of digitizing critical services. During the
outbreak, Americans have increasingly relied on federal and state aid programs whose legacy systems have been stressed
to the brink of failure. As social distancing has pushed firms to shift their business online, many small and medium-sized
businesses—which employ half the population—have been unable to sustain operations. To survive future pandemics or
catastrophic cyber incidents, the nation needs secure, remote access to reliable cloud services.'

Modernization and digitization, though expensive in the short term, create greater efficiency and flexibility in the delivery of
services while reducing spending in the long term. Nonetheless, state, local, tribal, and territorial (SLTT) governments and
small businesses, not to mention the federal government, which often struggle to fund basic services, regularly defer digiti-
zation in pursuit of shorter-term funding priorities. This short-term trade-off produces long-term consequences. America is
now paying the price for decades of short-term thinking.

Digitization of critical services contributes to two positive outcomes. First, it is a key part of resilience as it makes programs
more flexible, enabling constituents to receive services remotely in times of both stability and disruption. Second, if done
well, digitization can actually serve to improve the security of service providers once responsibility for it is assumed by larger
entities, like cloud service providers. Small and medium-sized businesses, as well as state and local entities, gain collective
security and economies of scale. Rather than each paying for unique security solutions they pool resources and produce a
more defensible, resilient system.

Relevant Recommendation

* Recommendation 4.5.1 — Incentivize the Uptake of Secure Cloud Services for Small and Medium-Sized
Businesses and State, Local, Tribal, and Territorial Governments: In pursuit of improving both security and capacity
to deliver critical services digitally, the Commission proposes a modification to this recommendation. Because the need
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SECTION I: CYBERSECURITY CHALLENGES DURING A PANDEMIC

to digitize critical state, local, tribal, and territorial government services is urgent, Congress can no longer wait a year
for the federal government to study the issue and submit a report. Instead, Congress should include grants to SLTT
governments in future COVID-19 stimulus legislation so that these entities can more quickly move to the cloud and
modernize their digital infrastructure. Initial payments should be steered toward incentivizing or subsidizing the cost
to SLTT governments associated with migrating to cloud infrastructure. These grants should go to state governments
and be apportioned based on population. A second tranche of grants focusing on creating digital services should follow
and be made available to state, local, tribal, and territorial governments based on a competitive application process.
However, the U.S. government cannot let the modernization of infrastructure, though urgent, outpace SLTT govern-
ments’ ability or need to secure it effectively. The Commission therefore recommends a short-term modification, asking
that Congress direct the Department of Homeland Security and the Department of Commerce, in consultation with
industry, to identify an existing security standard or set of standards against which the security of cloud services can be
measured and which may have to be met to demonstrate eligibility for the grant program.?

B. THE WORK-FROM-HOME ECONOMY

The COVID-19 pandemic has been a watershed moment, changing how we live our lives in unexpected ways. The need
to socially isolate has forced innovation in how we work, as businesses and governments alike search for ways to maintain
the continuity of their operations. The result has been a massive shift to move to remote work, forcing companies to rely
on in-home consumer electronics as their employees log in from home. Personal devices and home networks are suddenly
a core part of business infrastructure. The internet backbone is now, more than ever, the backbone of our nation’s business
functions. Yet, as internet traffic surges by 30 to 50 percent,® consumer devices and networks provide an easier and larger
target and attack surface for our adversaries.* At a time when in-person communication and exchange is limited, maintain-
ing the integrity and availability of computing devices and the networks they connect to becomes all the more imperative.
As increasing numbers of employees work from home, enterprise I'T security operations become less effective—Iess able to
shield devices and infrastructure from compromise and disruption. Businesses are now more reliant on the security of the
cyber ecosystem, but they have far less power to mitigate the vulnerabilities and risk that may be introduced.

Relevant Recommendations

* NEW Recommendation — Pass an Internet of Things Security Law: With a significant portion of the workforce working
from home during the COVID-19 disruption, household internet of things (IoT) devices, particularly household rout-
ers, have become vulnerable but important pieces of our national cyber ecosystem and our adversary’s attack surface.’ To
ensure that the manufacturers of IoT devices build basic security measures into the products they sell, Congress should pass
an [oT security law.® The law should focus on known challenges, like insecurity in Wi-Fi routers, and mandate that these
devices have reasonable security measures, such as those outlined under the National Institute of Standards and Technology’s
“Recommendations for IoT Device Manufacturers.” But it should be only modestly prescriptive, relying more heavily on
outcome-based standards, because security standards change with technology over time. Nonetheless, the law should stress
enduring standards both for authentication, such as requiring unique default passwords that a user must change to their own
authentication mechanism upon first use, and for patching, such as ensuring that a device is capable of receiving a remote
update. Congress should consider explicitly tasking the Federal Trade Commission with enforcement of the law on the basis of
existing authorities under Section 5 of the Federal Trade Commission Act.

* Recommendation 4.1 — Establish and Fund a National Cybersecurity Certification and Labeling Authority:
Creating a National Cybersecurity Certification and Labeling Authority would provide consumers with the information
they need to understand the security features of the technology products and services they buy. Our new reality, as
parts of our national economy and day-to-day lives have been thrust out of enterprise networks and into personal and

in-home devices, underscores the importance of the Commission’s recommendations aimed at improving the security
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SECTION I: CYBERSECURITY CHALLENGES DURING A PANDEMIC

of the technology layer of the cyber ecosystem. The Commission therefore recommends the expedited creation of the
proposed National Cybersecurity Certification and Labeling Authority and encourages it to expand the scope of its
certification and labeling activities to include consumer and personal electronics as soon as possible.

* Recommendation 4.2 — Establish Liability for Final Goods Assemblers: Holding final goods assemblers of informa-
tion technology equipment liable for damages from incidents that exploit known vulnerabilities for which no patch has
been made available will incentivize them to adopt better patching practices.

* Recommendation 4.5.2 — Develop a Strategy to Secure Foundational Internet Protocols and Email: As COVID-
19 forces greater dependency on the internet, the reliability and security of the network become even more crucial.
Ensuring the security of the core protocols that enable the internet to function is more imperative than ever.

C. THE NEED TO COMBAT OPPORTUNISTIC CYBERCRIME

The uptick in fraud and other malicious activity during the COVID-19 pandemic has provided an unwelcome reminder
that major emergencies present opportunities for criminals to further stress overburdened public services and the American
people. Cyber threat actors” flagrant conduct during this pandemic reveals that while their tactics and targets have not
dramatically changed, they are able to take greater advantage of increasingly vulnerable businesses, governments, and indi-
viduals to steal information, defraud their targets, and make Americans feel insecure online. As of April 21, 2020, the FBI’s
Internet Crime Complaint Center (IC3) reported a tripling of complaints and had reviewed more than 3,600 submissions
related to COVID-19 scams.® National emergencies like the COVID-19 pandemic can embolden cyber threat actors to
aggressively exploit increasingly susceptible victims and security vulnerabilities created and exacerbated by crises. Other areas
of U.S. code contain increased penalties for illegal activity that seeks to take advantage of federally declared emergencies, and
Congress should explore options to increase criminal penalties for cyber intrusions that exploit national emergencies. Law
enforcement plays a crucial role in responding to the increase in cyber threats and criminal activity during national emer-
gencies, and the United States relies on a comprehensive and agile response from investigators and prosecutors to dismantle
online schemes and hold cyber threat actors accountable.

Relevant Recommendations

* Recommendation 1.4.2 — Strengthen the FBI’s Cyber Mission and the National Cyber Investigative Joint Task
Force: Strengthening the FBI's Cyber Mission and the National Cyber Investigative Joint Task Force would provide
federal law enforcement with enhanced personnel and resources to conduct and coordinate actions that raise costs
for and impose consequences on cyber threat actors. Empowering the FBI’s Cyber Division and the National Cyber
Investigative Joint Task Force (NCIJTF)—as well as encouraging interagency collaboration by adequately funding all
relevant law enforcement agencies, including Department of Homeland Security organizations such as the U.S. Secret
Service, to participate in the NCIJTF—would support a robust law enforcement and domestic intelligence response
during national emergencies while also enhancing the long-term investigative activities that are central to defending
national interests.

* NEW Recommendation — Support Nonprofits That Assist Law Enforcement’s Cybercrime and Victim Support
Efforts: Cyber-specific nonprofit organizations regularly collaborate with law enforcement in writing cybercrime
reports, carrying out enforcement operations, and providing victim support services.” As the COVID-19 pandemic
has proven, trusted nonprofit organizations serve as critical law enforcement partners that can quickly mobilize to help
identify and dismantle major online schemes.'” Such nonprofits have the expertise and flexibility to help and rein-
force law enforcement efforts to disrupt cybercrime and assist victims. However, they often face financial challenges."
Therefore, the Commission recommends that Congress provide grants through the Department of Justice’s Office of
Justice Programs to help fund these essential efforts.
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SECTION II: WHAT A PANDEMIC CAN TEACH THE
UNITED STATES ABOUT HOW TO PREPARE FOR A
MAJOR CYBER DISRUPTION

he COVID-19 pandemic has put U.S. crisis leadership, preparedness, response, and recovery to the test. A sufficiently

large cyberattack could mirror the virus’s effects—widespread disruption of our government, economy, and daily life—
with the added challenge that a cyber adversary can watch, learn from, and rapidly adjust to our response. The U.S. govern-
ment’s enormous efforts to respond to and recover from COVID-19 have made obvious the importance of a number of key
themes, each of which the Commission has similarly highlighted as important in cybersecurity. First, they demonstrate the
importance of dedicated national leadership to coordinate domestically and engage internationally. Second, they highlight
the imperative that the entities and individuals most likely to be affected by crises be sufficiently prepared to withstand
cyberattacks. Third, they emphasize the need to take a data-driven approach to preventing threats and vulnerabilities and to
mitigating consequences. Finally, they underscore the importance of ensuring that the U.S. government has robust plans,
authorities, and capacities to respond to and recover from crises. Michael Osterholm, an expert in pandemics, has argued
that unlike hurricanes, pandemics are preventable. The same holds true for cyberattacks. As Osterholm asks, “Why wouldnt
we want to stop hurricanes before they happen?”!? Similarly, the Commission asks, “Why wouldn’t we want to reduce the
severity and frequency of cyberattacks if we could?”

In this section, the Commission highlights recommendations that the COVID-19 crisis has shown are essential in ensuring that
the United States can withstand significant cyberattacks and prevent crises. Specifically, we highlight recommendations relevant
to leadership and coordination, preparedness, prevention and mitigation, response and recovery, and countering disinformation
during a crisis.

A. LEADERSHIP AND COORDINATION PROCESSES

During catastrophic events such as the COVID-19 pandemic or a significant cyberattack, the United States must have a
crisis management team and clear strategies in place ahead of time to coordinate an effective response, both at home and
abroad. The pandemic has laid bare the limitations and interdependence of both the private sector and the government
authorities, highlighting that any successful management of a crisis—cyber or otherwise—will require a coordinated,
well-planned, and shared response. The government, the private sector, and the public each have unique and shared respon-
sibilities, and it is during times of calm that these groups must take the measures necessary to ensure their preparedness to
quickly and seamlessly respond to a potential crisis. Ensuring that the federal government has clear plans, processes, and
capabilities in place before an incident will significantly improve its capacity to aid in response to and recovery from a crisis.

This means that the U.S. government must start putting structures in place to enable leadership and coordination; imple-
menting policies to strengthen the resilience of our economy; developing mechanisms to coordinate quick, effective
responses among public and private entities; and laying the groundwork to ensure international coordination.

1. Executive Branch Leadership and Coordination

In confronting COVID-19 or other catastrophes, it is imperative that the executive branch be guided by strong leadership,
including subject matter experts who are sufficiently empowered to coordinate, plan, and prepare for a crisis response well
ahead of disruptive events. A national response to a significant cyberattack relies on a capable, experienced government
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SECTION II: WHAT A PANDEMIC CAN TEACH THE UNITED STATES
ABOUT HOW TO PREPARE FOR A MAJOR CYBER DISRUPTION

management team with established relationships in the private sector and in state and local governments, as well as on

having effective, tested programs, plans, and procedures in place.

Relevant Recommendations

* Recommendation 1.3 — Establish a National Cyber Director: Today’s circumstances validate the Commission’s
recommendation for the establishment of a National Cyber Director (NCD), who would act as the President’s principal
advisor for cybersecurity and related emerging technology issues. As the chief U.S. representative and spokesperson on
cybersecurity issues, the NCD would head the development of the national cybersecurity strategy, lead joint interagency
planning for the federal government’s response activities to cyberattacks, coordinate the federal government’s incident
response activities, and serve as the focal point for private sector leaders to engage the White House on cybersecurity
issues.

* Recommendation 1.4 — Strengthen the Cybersecurity and Infrastructure Security Agency: In addition to the
institutionalized leadership in the Executive Office of the President, federal agencies must be sufficiently resourced and
prepared to lead during times of crisis. The Secretary of Homeland Security plays a critical role in domestic incident
management through both the Federal Emergency Management Agency and the Cybersecurity and Infrastructure
Security Agency (CISA). CISA must be strengthened to ensure its ability to take a lead role in managing national risk
and coordinating the efforts of sector-specific agencies.

2. Planning for Continuity of the Economy

The economic disruption caused by the COVID-19 pandemic illustrates the importance of both understanding how crises
may disrupt our national economy and developing plans to ensure its continuity. Resilience through a crisis, regardless of
the cause, entails sustaining the United States’ core elements of national power. Our system of governance, our military, and
our economy each contribute to our national power, and undermining the continuity or effectiveness of any of these pillars
of national power during a crisis would weaken the capacity of the nation to withstand and recover from a crisis. The United
States has robust planning and procedures to ensure the continuity of operations and government, but it lacks similar
planning with regard to the economy. In an increasingly interconnected and competitive global economy, the United States
cannot afford to be unprepared for its return to normalcy and must have plans in place to ensure continuity of the economy,
in the face of all hazards—not just pandemics and cyberattacks but also other major catastrophic events, such as bioterrorist
attacks. The United States’ global leadership rests on its economy, the strongest in the world. Disruptions to our national
economy, especially during an era of great power competition, enables adversaries to consolidate gains and affords them an

opportunity to shift power away from the United States.

Relevant Recommendation

* Recommendation 3.2 — Develop and Maintain Continuity of the Economy Planning: To protect the economy
during disruptions, the federal government must initiate continuity planning with companies that produce and dis-
tribute critical goods and services, before the economy has started to suffer. This planning should include preparatory
discussions internally and with core private-sector stakeholders about establishing frameworks and courses of action,
maintaining coordinated action, and identifying key single points of failure in the economy that require government
protection. Such planning efforts would enable the United States to withstand disruption regardless of cause and ensure
the availability and flow of critical goods and services. The Commission’s Continuity of the Economy recommendation
focuses on ensuring continuity through a cyber disruption, but the United States must ensure the continuous flow of
goods and services regardless of the disruption’s cause. The COVID-19 pandemic demonstrates how a crisis can enter a
worsening spiral, as its economic and logistical consequences make it harder to manage. By getting the right goods and
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services to the right places at the right time, Continuity of the Economy planning ensures that the nation maintains its

capacity to manage consequences.

3. Quick, Effective, and Coordinated Government Responses

The COVID-19 pandemic has highlighted the importance of preparedness—the “continuous cycle of planning, organizing,
training, equipping, exercising, evaluating, and taking corrective action in an effort to ensure effective coordination during
incident response.”® Preplanning and designing policies years in advance of emergencies enables government and nongov-
ernmental stakeholders to seamlessly implement those policies and procedures in a crisis. In a time of crisis, getting policy
right is only one part of the equation; prior planning, clearly defined roles and responsibilities, and coordination build the
foundation required to make smart leadership and seamless response possible. Planning and coordination in and between
the government and the private sector are essential for ensuring that businesses and governments remain resilient and ready
to participate in the larger national response and recovery efforts. The United States government must bolster its planning

and coordination mechanisms to ensure a quick and effective government response.

Relevant Recommendations

* Recommendation 5.4 — Establish a Joint Cyber Planning Cell under the Cybersecurity and Infrastructure
Security Agency: A Joint Cyber Planning Cell would facilitate development of plans for coordinated action between
the government and the private sector under the direction of CISA. Given its mandate to plan whole-of-government,
public-private cyber defense and security campaigns, the Joint Cyber Planning Cell would be well equipped to respond
quickly, without needing to build comprehensive policies and develop processes during a major event.

* Recommendation 3.3.3 — Improve and Expand Planning Capacity and Readiness for Cyber Incident Response
and Recovery Efforts: Expanding planning capacity within the Department of Homeland Security would bolster the
nation’s planning efforts and clarify roles and responsibilities before the crisis hits, further streamlining coordinated
decision making. These efforts would be complemented by Commission recommendations to conduct cyber exercises
for all relevant stakeholders (recommendations 3.3.4 and 3.3.5).

4. International Coordination

Both cyber and pandemic crises are inherently cross-border problems, and any U.S. effort to contain and combat them will
require significant cooperation and collective action with the international community. Strong norms and international
engagement are critical for shaping behavior, preventing further harm, and stabilizing the environment during a crisis
through the creation of shared expectations and understandings. In the absence of credible enforcement of these norms,
critical infrastructure becomes even more vulnerable in a crisis, as is currently shown by state-sponsored hacking operations
against U.S. health care infrastructure, including against institutions that are conducting research into COVID-19 vaccines
and treatments.'* Right now, these state-sponsored exploitations appear mainly to be gathering information on medical data.
However, in the midst of global crisis, if operations of this nature expand or become more destructive, they could strain
already scarce resources and result in loss of life. Thus, the current COVID-19 pandemic demonstrates the critical need for

international cyber leadership.

Relevant Recommendations

* Recommendation 2.1 — Create a Cyber Bureau and Assistant Secretary at the U.S. Department of State: Strong
State Department leadership is critical for coordinating an international response to a crisis. To fill this gap in the
context of cybersecurity, the Commission recommends the creation of the Bureau of Cyberspace Security and Emerging
Technologies (CSET) within the U.S. Department of State, led by an Assistant Secretary of State.
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* Recommendation 2.1.1 — Strengthen Norms of Responsible State Behavior in Cyberspace: Strong norms are critical
for shaping behavior, preventing further harm, and stabilizing the environment during a crisis. Once established, CSET
would work with international partners to strengthen and implement international norms for responsible state behavior
in cyberspace.

* Recommendation 2.1.3 — Improve Cyber Capacity Building and Consolidate the Funding of Cyber Foreign
Assistance: In the absence of credible enforcement of these norms, critical infrastructure becomes even more vulnerable
in a crisis, as is currently the case with state-sponsored hacking operations against health care critical infrastructure that
are targeting U.S. institutions conducting research into COVID-19 vaccines and treatments." State Department efforts
to build capacity in partner nations are all the more relevant in order to prevent these types of operations.

B. PREPAREDNESS

To ensure that the United States is propetly prepared for a major crisis such as the COVID-19 pandemic or a significant
cyberattack, the U.S. government must take steps to make certain that the nation has the resources necessary to respond to
and recover from a crisis and that our core democratic institutions are not unduly disrupted by such a crisis. In the context
of a pandemic, this means ensuring the availability of critical medical supplies and ensuring a well-prepared and well-main-
tained medical workforce. For a significant cyberattack, those critical resources could take the form of either information
technologies or components required to reconstitute critical systems or the cybersecurity services or expertise needed to
respond to and recover from incidents.

To ensure that the United States is prepared for significant cyberattacks, the U.S. government must take steps to identify and
secure the availability of critical resources, grow a robust and competent cybersecurity workforce, and implement safeguards

for our elections.

1. Availability and Security of Critical Resources

The COVID-19 crisis has reinforced the importance of understanding and mitigating supply chain dependencies and
shortfalls in domestic production capacity to protect businesses from crises and shocks that disrupt international flows of
goods and services. In the COVID-19 crisis, shocks have resulted in shortages of medical supplies. In a cyber crisis, they
could manifest in the form of shortages in vital microchips or radio equipment needed to rebuild critical systems following a
failure. Importantly, one key difference between a cyber crisis and a pandemic is in the roles played by compromised critical
resources. In a pandemic, the unavailability or insecurity of critical resources hinders response, whereas in a cyber crisis,

compromised components such as microchips or radio equipment can themselves be the root cause of the catastrophe.

Relevant Recommendations

* Recommendation 4.6 — Develop and Implement an Information and Communications Technology Industrial
Base Strategy: In the U.S. system—a market economy and free society—the government’s power to direct resources
grows markedly during a crisis; but the shortages of critical resources during the COVID-19 pandemic have validated
the Commission’s finding that the United States must do more to ensure that the necessary resources are available before
a crisis. Developing and implementing an information and communications technology industrial base strategy to
identify critical dependencies and to direct strategic investments will ensure the industrial capacity needed to alleviate
those critical dependencies.

* Recommendation 3.3.1 — Designate Responsibilities for Cybersecurity Services under the Defense Production
Act: Defense Production Act (DPA) authorities can be leveraged by the federal government to prioritize contracts
in a time of crisis, as its use of DPA authorities to contract 3M to produce more N95 respirator masks as part of the
COVID-19 pandemic response showed;'® and during a cyber crisis they could enable the federal government to allocate
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critical cyber incident response services. However, even earlier—during the planning process to understand market
gaps—the federal government should draw on DPA authorities to help catalyze domestic production of critical infor-
mation and communication technologies and components so that critical resources will be available should foreign
supply chains be disrupted.

2. A Robust Federal Cybersecurity Workforce

The COVID-19 crisis has underscored the importance of building a capable workforce to manage the outbreak of a crisis
in both the public and private sectors. During the COVID-19 pandemic, the United States has relied heavily on its doc-
tors, nurses, and disease control experts. Following a significant cyberattack, the United States will need to rely on a skilled
cybersecurity workforce. The COVID-19 crisis has pushed tens of millions of Americans out of work, yet tens of thousands
of cybersecurity jobs remain unfilled in the public sector alone. While retraining or upskilling workers recently laid off from
other fields could take years of development, now is the time to invest in on-the-job training programs and apprenticeships
that can make this development a reality. In doing so, the federal government will begin to fill a critical capacity gap while
providing a proof of concept to spur similar development in the private sector and among SLTT governments.

Relevant Recommendation

* Recommendation 1.5 — Diversify and Strengthen the Federal Cybersecurity Workforce: Congress should immedi-
ately authorize additional flexibility to use direct hire authorities as necessary in order to allow federal agencies to deter-
mine the appropriate candidates for these in-demand vacancies. Congress should further provide the funding required
to foster the development of high-quality programs. The Commission’s recommendation should be revised to emphasize
that with these new authorities and funding, federal agencies should rapidly develop and deploy apprenticeship pro-
grams for cyber roles focused on reskilling unemployed Americans to fill critical cybersecurity workforce gaps. Direct
hire authorities across agencies should be deployed to their fullest potential, without the often problematic bureaucratic
checklists typical of federal government hiring. The federal government should target not just senior positions but
also entry-level positions to attract and hire early career, trainable talent. Apprenticeship programs registered by the
Department of Labor or state apprenticeship agencies can provide pathways into long-term cyber careers, drawing on
the experience of communities of practice such as the National Initiative for Cybersecurity Education’s Sub-Working
Group on Apprenticeships.

3. Voter Safety and Secure, Credible Voting

The imperative of social distancing thrust on Americans by the COVID-19 crisis has challenged many of our core insti-
tutions, perhaps none more seriously than our elections. American democracy depends on elections occurring on a fixed
schedule. Because of the certainty of our election timelines and the uncertainty in our environment, the federal government
must have the capacity to quickly surge federal expertise and resources in support of elections. The Commission agrees with
experts on both sides of the aisle who acknowledge the technical and practical limitations that make secure online voting
impossible at this time,"” but the COVID-19 pandemic has highlighted the need for an accessible, secure, credible, remote
voting capability that is available to portions of the American public, should in-person voting be limited when a primary or
election day arrives. Given the decentralized administration of our elections, balancing risk and finding a solution should,
as is always the case in American democracy, be done by those closest to the voters: state and local election officials. For this
reason, it is imperative that these election officials be empowered with expert advice and have access to financial resources to
implement changes on such a short timetable. As state and local election officials work to find solutions, it is essential that
the civil rights of every American eligible to vote are upheld.
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Relevant Recommendation

* Recommendation 3.4 — Improve the Structure and Enhance Funding of the Election Assistance Commission: The
Election Assistance Commission (EAC) is the federal entity designated to meet these challenges, but to do so it must
be strengthened and better resourced. As the national clearinghouse and resource for information on election admin-
istration, the EAC has the necessary expertise in disbursing grants to states that would allow the EAC to find solutions
and funding to address states’ election challenges. It also has the expertise in election administration and the relation-
ships necessary within the federal government and with the states to navigate risk assessment and mitigation and crisis
response, so that state and local election officials can be empowered in their administration of our elections.

C. PREVENTION AND MITIGATION

The COVID-19 pandemic and the myriad other crises over the past several decades have exposed the U.S. government’s
systemic underinvestment in prevention and mitigation measures for national security events outside the realm of the mili-
tary. While that assertion holds true broadly, it is particularly applicable in the context of cybersecurity, where national risk
assessment and management efforts are nascent and consistent funding to address identified risks has not been established.
Prevention and mitigation activities are crucial before a crisis both to decrease the likelihood of it occurring in the first place
and to diminish its potential consequences if it does occur. Thus the necessary data must be gathered to understand two key
variables of risk—vulnerability and threat—and measures taken to reduce both. Mitigation addresses the third variable of

risk—consequence—and focuses on minimizing the impact of a disaster or crisis.

To better prevent attacks and mitigate their consequences, the United States must engage in sustained national risk assess-
ment and management and take a data-driven approach to understanding cybersecurity and cyber risk.

1. Sustained National Risk Assessment and Management

The COVID-19 crisis has underscored the importance of continually assessing risk and prioritizing prevention efforts.
Critical infrastructure sectors tend to be interdependent. A shock to one can cascade through the system and quickly disrupt
core elements of national power. Whether that shock be caused by a pandemic or a significant cyberattack or something else,
understanding risk events and how they might affect multiple critical infrastructure sectors helps officials develop response
plans and build in prevention mechanisms that increase resiliency. This process works best in collaboration with the private
sector, which owns and operates most of the critical infrastructure in the United States.

Sector-specific agencies (SSAs) and CISA are the crucial government entities that assist private-sector entities in identifying
and managing the risks to their enterprise and the systemic risks to other critical infrastructure sectors if their businesses are
disrupted or compromised. Furthermore, the COVID-19 crisis has demonstrated the extreme financial and material costs of
responding ad hoc to a systemic risk event after the fact. From pandemics and climate shocks to natural disasters and cyber
incidents, the systemic risk events on the horizon are increasing and require a more proactive government response. The
United States can no longer afford piecemeal responses that are too late to contain the damage inflicted by a major disrup-
tion on the networks and infrastructure on which Americans rely. The nation must invest in systems that better forecast,
rank, and manage risk now. The resulting ability to anticipate future dangers will help decision makers prioritize scarce

resources and increase resilience.

Relevant Recommendations

* Recommendation 3.1 — Codify Sector-specific Agencies into Law as “Sector Risk Management Agencies” and
Strengthen Their Ability to Manage Critical Infrastructure Risk: The wide disparities in both the capacity and
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2.

the willingness of SSAs to work within their sectors and participate in governmentwide efforts must be addressed by
codifying these agencies in law as Sector Risk Management Agencies (SRMAs). By establishing basic expectations and
responsibilities for these agencies, this effort would provide the foundation for greater resources, authority, and account-
ability. A strengthened CISA (recommendation 1.4) is crucial both for ensuring robust SRMA coordination and for
leading national risk management efforts by continuing the National Risk Management Center and National Critical
Functions work.

Recommendation 3.1.1 — Establish a Five-Year National Risk Management Cycle Culminating in a Critical
Infrastructure Resilience Strategy: Together, SRMAs and CISA should develop a Critical Infrastructure Resilience
Strategy underpinned by a five-year national risk management cycle.

Recommendation 3.1.2 — Establish a National Cybersecurity Assistance Fund to Ensure Consistent and Timely
Funding for Initiatives That Underpin National Resilience: While the U.S. government has funds to resource
disaster prevention and preparedness broadly, no such dedicated fund exists for cybersecurity resilience efforts. A
National Cybersecurity Assistance Fund, intended for projects and programs that address clearly defined critical risk
where market forces cannot or will not provide sufficient incentive for private action, would address this shortcoming.
Opportunities and priorities for investment should be identified through a national risk management cycle and a critical

infrastructure resilience strategy.

The Critical Need for Data

The COVID-19 crisis has illuminated the challenges of crafting meaningful risk management and mitigation programs

without accurate data and forecasts. A lack of resources to model how the spread of the disease could intersect with other

points of fragility across critical infrastructure sectors has limited the ability of decision makers to get ahead of the crisis. The

United States cannot meaningfully prevent, manage, or mitigate future pandemics or significant cyberattacks if it lacks data,

forecasts, and scenarios that visualize and describe systemic risks. The United States must therefore invest in resources that

help policymakers understand the new breed of crises likely to threaten Americans in the 21st century.

Relevant Recommendations

10

Recommendation 2.1.6 — Improve Attribution Analysis and the Attribution-Decision Rubric: Improving attribu-
tion analysis and developing an attribution-decision rubric would provide policymakers with important information on
who is causing an incident or crisis, helping them to formulate a comprehensive response.

Recommendation 4.3 — Establish a Bureau of Cyber Statistics: In the context of cybersecurity, the U.S. government
must bolster its capacity to take in data, share it with relevant stakeholders in critical infrastructure entities, and make it
available to the research community. Establishing a Bureau of Cyber Statistics would create a central capacity empow-
ered to collect and provide statistical data, including data on cyber threats, cyber crime—in consultation and collabo-
ration with ongoing efforts by the Bureau of Justice Statistics—and the cyber ecosystem to inform policymakers, the
private sector, the general public, and the research community.

Recommendation 4.4.1 — Establish a Public-Private Partnership on Modeling Risk: A public-private partnership on
modeling cyber risk would further institutionalize and provide resources for private research efforts in this area.
Recommendation 5.2 — Establish and Fund a Joint Collaborative Environment for Sharing and Fusing Threat
Information: Establishing a Joint Collaborative Environment to fuse threat information and insight would ensure the
continual collection and dissemination of relevant data and metrics to owners and operators of critical infrastructure.
The environment would be enabled by data collected through a national cyber incident reporting law (recommen-
dation 5.2.2) and a national data breach notification law (recommendation 4.7.1), as well as data collected via
expanded and standardized voluntary threat detection programs (recommendation 5.2.1).
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D. RESPONSE AND RECOVERY

Although the United States must invest aggressively in preparedness, prevention, and mitigation, the COVID-19 pandemic
has shown that crises can still occur, despite the nation’s best efforts at preventing them. To prepare for these eventualities,
the U.S. government must possess the capacity, capability, and authority to launch swift and comprehensive responses to
crises, in coordination with the private sector. While the COVID-19 response has demonstrated the U.S. government’s
ability to creatively leverage existing authorities in new contexts, Congress should endow the executive branch with both the
funding and the authorities to participate meaningfully in responding to and recovering from a significant cyberactack.

1. Government Capacity to Respond to Crises

The COVID-19 pandemic has shown that the impact of a crisis varies according to the scope, scale, and speed of the
response taken by different governments. The federal government must have the authorities and resources necessary to
manage a crisis and mitigate potential damage before it reaches a state of emergency. Current authorities for cyber incident
response, outlined under Presidential Policy Directive 41 and detailed in the National Cyber Incident Response Plan, do
not sufficiently empower federal agencies to respond to a significant cyberattack, even after the “significant cyber incident”
designation has been made. In addition, these authorities do not provide additional resources and funding. The absence of
sufficient resources to manage significant cyber incidents remains a hindrance to the U.S. government’s ability to respond
comprehensively to significant cyberattacks.

Relevant Recommendations

* Recommendation 3.3 — Codify a “Cyber State of Distress” Tied to a “Cyber Response and Recovery Fund”: Most
cyberattacks will fall below the threshold for a national emergency declaration. The Commission recommends the
creation of a “Cyber State of Distress,” a federal declaration that would trigger the availability of additional resources
through a “Cyber Response and Recovery Fund.” The fund would allow for rapid mobilization and deployment of
resources to assist governments and the private sector beyond what is available through conventional technical assistance
and cyber incident response programs.

* Recommendation 3.3.6 — Clarify the Cyber Capabilities and Strengthen the Interoperability of the National
Guard and Recommendation 6.1.7 — Assess the Establishment of a Military Cyber Reserve: A robust military cyber
reserve, together with clarified and strengthened interoperability of the National Guard, would provide an enduring
latent surge capacity that could be rapidly mobilized in a time of crisis.

E. COUNTERING DISINFORMATION

The current crisis has highlighted the importance of the U.S. population’s ability to separate fact from fiction in order to
allay fear and save lives. In the months since the initial outbreak of COVID-19, disinformation has reared its ugly head,
sowing confusion and doubt among the public about authoritative guidance for protection against the pandemic. Making
trustworthy information available to the public is key to preventing adversary cyber-enabled disinformation operations from
jeopardizing our ability to respond during a crisis. Left unaddressed, disinformation operations enable adversaries to achieve
their goals of creating discord while artificially improving their international standing. Our adversaries’ disinformation
campaigns focused on the pandemic illustrate that disinformation activities can reach far beyond the political and electoral
contexts with which Americans are best acquainted. Indeed, these campaigns are menacing the reliability of our public
health discourse. The resulting confusion is threatening to become a literal matter of life and death.

Building societal resilience to disinformation presents the most effective and sustainable way to defeat disinformation

campaigns in the long term, but Americans also need tools to help identify urgent and acute threats posed by such cam-
paigns in the midst of a crisis. Here the Commission underscores the importance of prior recommendations to build societal
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resilience and offers two new recommendations to help build national, nongovernmental capacity to identify and counter
disinformation.

1. Creating Societal Resilience to Disinformation

The disinformation surrounding the COVID-19 response has further underscored the importance of building societal
resilience to disinformation. Currently, China is utilizing disinformation to cloud the public’s view of the origins of the
COVID-19 pandemic and the number of cases in China.'® A European Union watchdog has found 80 instances in which
Russia fabricated and exaggerated conspiracy theories about the pandemic, including claims that the virus was a biological
weapon or hoax, as well as false reports on the origins of the virus and on the health of foreign leaders.” Our adversaries use
information operations to deepen fissures within society and between the governed and their government, exploiting and
exacerbating declining trust in institutions. One goal of disinformation is to convince the public that the system, whether
political or—as with the pandemic—governance, is irrevocably broken. Effective civics education teaches not just that there
are three branches of government, but the role of democratic institutions and the role of the individual in sustaining democ-
racy. This understanding can build resilience against pernicious messaging designed to erode the informed and engaged
citizenry upon which democracy depends. As the Commission notes, quoting Joseph S. Nye, “The defense of democracy in
an age of cyber information war cannot rely on technology alone.”™ Americans must become better equipped to recognize
such operations, so that they will be less susceptible to them.

Relevant Recommendation

* Recommendation 3.5 — Build Societal Resilience to Foreign Malign Cyber-Enabled Information Operations:
Through digital literacy and modernized civic education, the U.S. government can assist in enhancing the average
American’s ability to discern the trustworthiness of online content, and thereby reduce the impact of malicious foreign
cyber-enabled information campaigns, without running afoul of concerns about regulating speech. The Commission
also recommends that the United States evaluate and strengthen efforts to raise public awareness of cyber threats.
Among other problems, disinformation about the pandemic has caused confusion about the spread of the virus, creat-
ing varying levels of adherence to recommendations by the Centers for Disease Control and Prevention to prevent it.
Building better societal resilience through public education and digital literacy efforts will help the United States avoid
making the same mistake with future adversary disinformation operations.

2. ldentifying and Countering Disinformation

As the damage caused by COVID-19-related disinformation makes clear, in addition to undertaking long-term public
education initiatives, it is imperative that the United States possess the capacity to identify highly dangerous disinformation
activities and make them known both to the platforms that enable the activities and to the general public. The Commission
therefore believes that civil society must also maintain a robust nongovernmental capability to identify these disinforma-
tion activities and their malign infrastructure. Democratic governments must continue to shun any inclination to become
arbiters of truth, buct it 7 critical that the U.S. government help ensure that social media companies, other media outlets,
and stakeholders in the private sector and civil society continue building the expertise and credibility necessary to sound the
alarm when disinformation campaigns pose an urgent threat to the American public.

Relevant Recommendations

* NEW Recommendation — Establish the Social Media Data and Threat Analysis Center: Because major social media
platforms are owned by private companies, developing a robust public-private partnership is essential to effectively com-
bat disinformation. To this end, the Commission supports the provision in the FY2020 National Defense Authorization
Act that authorizes the Office of the Director of National Intelligence to establish and fund a Social Media Data and
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Threat Analysis Center (DTAC),”" which would take the form of an independent, nonprofit organization intended to
encourage public-private cooperation to detect and counter foreign influence operations against the United States. The
center would serve as a public-private facilitator, developing information-sharing procedures and establishing—jointly
with social media—the threat indicators that the center will be able to access and analyze. In addition, the DTAC
would be tasked with informing the public about the criteria and standards for analyzing, investigating, and determin-
ing threats from malign influence operations. Finally, in order to strengthen a collective understanding of the threats,
the center would host a searchable archive of aggregated information related to foreign influence and disinformation
operations.

* NEW Recommendation — Increase Nongovernmental Capacity to Identify and Counter Foreign Disinformation
and Influence Campaigns: Congress should fund the Department of Justice to provide grants, in consultation with
the Department of Homeland Security and the National Science Foundation, to nonprofit centers seeking to identify,
expose, and explain malign foreign influence campaigns to the American public while putting those campaigns in con-
text to avoid amplifying them. Such malign foreign influence campaigns can include covert foreign state and non-state
propaganda, disinformation, or other inauthentic activity across online platforms, social networks, or other commu-
nities. These centers should analyze and monitor foreign influence operations, identify trends, put those trends into
context, and create a robust, credible source of information for the American public. To ensure success, these centers

should be well-resourced and coordinated with ongoing government efforts and international partners’ efforts.

CONCLUSION

s Commission Co-Chairs Senator Angus King and Representative Michael Gallagher have noted, the goal of the
Cyberspace Solarium Commission is to be like the “9/11 Commission without the 9/11 event.” The COVID-19
pandemic is a call to action to ensure that the United States is better prepared to withstand shocks and crises of all varieties,

especially those like cyber events that we can reasonably predict will occur, even if we do not know when. We, as a nation,
must internalize the lessons learned from this emergency and move forward to strengthen U.S. national preparedness. This
means building structures in government now to ensure strategic leadership and coordination through a cyber crisis. It
means driving down the vulnerability of the nation’s networks and technologies. And finally, it means investing in rigorously
building greater resiliency in the government, in critical infrastructure, and in our citizenry. In the past several years, experts
have sounded the alarm, ranking cyberattacks as one of the most likely causes of a crisis.”* As the COVID-19 crisis has
unfolded, the United States has experienced a wake-up call, prompting a national conversation about disaster prevention,
crisis preparedness, and incident response. While COVID-19 is the root cause of today’s crisis, a significant cyberattack
could be the cause of the next. If that proves to be the case, history will surely note that the time to prepare was now.
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