Abstract
The rise of social media and the broad diffusion of ‘smart devices’ in contemporary society have profound implications for crisis management. The emergence of social media and smart devices pose both major challenges and major opportunities to crisis managers (c.f. Palen, 2008; Veil et 2011). These social practices and technologies change rapidly which can create difficulties for organizations seeking to incorporate them into their preparedness and crisis management efforts. This article unpacks crisis management into a number of key tasks (Boin et al, 2005) and identifies a number of aspects of social media enabled by personal communications technology of particular relevance to these tasks. The article concludes with a set of practically-oriented observations relevant to the ongoing effort to bring social media and smart devices into crisis preparedness.
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Introduction
The rise of social media and the dramatic proliferation of ‘smartphones’, tablets, smartwatches and other forms of wearable devices in recent years have profound implications for the management of public and private life, not only under normal conditions, but also in times of crisis. The potent combination of social media and smart devices pose both challenges and tremendous opportunities for crisis managers.1 These social practices and technologies evolve rapidly and are thus a moving target for organizations seeking to incorporate them into their preparedness and crisis management efforts. This article unpacks crisis management into a set of key tasks2 and identifies aspects of social media of particular relevance to these tasks. In addition, a number of observations relevant to the complex, challenging and multidimensional task of bringing social media into crisis preparedness are made.
Why do social media and the rise of the smartphone present such serious challenges—and dramatic opportunities—to crisis communicators and crisis managers writ large? Social media have been developing, diversifying, and expanding their reach in a highly dynamic and multi-directional fashion. Media organizations traditionally operated in a one-way mode in which media gatekeepers selectively gathered and distributed information to the public. Contemporary social and hybrid communications media now facilitate and incorporate a variety of multidirectional, decentralized conversations among citizens themselves as well as among citizens, journalists, and elites. In this sense social media are highly participatory. Though it has been suggested by Malcolm Gladwell3 among others that social media are primarily about relatively weak social ties among large numbers of acquaintances, in fact social media support both weak and strong (close friends, family, and colleagues) ties. In crisis situations, therefore, people are potentially communicating with and taking real time behavioral cues from the words and deeds of those closest to them, from others in their physical and online communities, as well as from various public and authority figures.4 Social media are constantly developing and changing, reaching broader and broader demographics and developing new, dramatic, and potentially disruptive capabilities. Familiar platforms evolve and branch out while new ones regularly appear on the scene. Facebook not only expands its repertoire for expressive emotions and opinions about posts, but also develops specialized capabilities for enabling people to report their status and inquire about others in disasters. The familiar ability of YouTube to serve as a partially curated platform for uploading and publishing videos is complemented by the ‘revolutionary’ ability of more recent social video media (e.g. Periscope and the new Facebook Live functionality) to stream personal video live and in real time. Social media and other related web-based and smart device-enabled services such as Craigslist, Angie’s list, Uber and TaskRabbit serve to radically reduce transaction costs and help buyers to find sellers or service providers and compare prices with greatly enhanced speed, efficiency, and accountability. What we are seeing is an enormous expansion, acceleration, and diversification with regard to the production and consumption of information.
These developments have profound implications for public policy and politics in general—and for risk and crisis management in particular. The debate regarding controversial issues rages in new, highly visible and accessible fora. The competitive nature of the market for advice as well as processes of opinion-making and taking has sharpened considerably. A wider variety of views are made available more easily to broader and broader segments of the population on a 24/7 basis. This socio-technical infrastructure of communication— that brings the world to one’s hand as well as one’s computer —facilitates not only rapid mobilization of opinion coalitions with regard to policy issues but also the potential for equally rapid counter-mobilizations. Furthermore, and this realization is as yet unevenly distributed in both government and the corporate world, social media and the smartphone revolution provide new means of documenting and spreading the word about alleged injustices, insensitivities, or incompetence. In other words, much as traditional mass media have provided alternative means of holding government and industry accountable, so too do social media and smartphones provide new and powerful means in this regard.5 To take just one obvious example, the ubiquity of camera phones with both still and video capability – along with the proliferation of body and dashboard cameras is changing the conditions of policing – for better and worse. The power of images, and especially video, portraying apparent examples of unjustified use of(often deadly)force is unmistakable as indicated in the many cases which have gone viral—from Ferguson, Missouri to New York City, from South Carolina to Israel. The deployment of these capabilities can both trigger crises (of legitimacy) for government and first responders and as we will see— also provide new and equally powerful means of managing them.
Given this socio-technical backdrop, this article explores the following questions:
The article departs from and draws upon the growing literature on this topic7 and builds on research8 conducted in conjunction with the European Union 7th Framework Program Project ATHENA.9
Crisis Management Tasks and the Implications of Social Media and Smart Devices
Several decades of intensive empirical research10 and practical experience of crisis management in contemporary governmental/nongovernmental settings shows that organizations and their leaders face recurring challenges when confronted with (the prospect of) community, societal, or international crises.11 These challenges are sense-making, decision-making & coordination, meaning-making, accounting, and learning.
Sensemaking12 in crisis refers to the challenging task of developing an adequate interpretation of what are often complex, dynamic, and ambiguous situations.13 This entails developing not only a picture of what is happening but also an understanding of the implications of the situation from one’s own vantage point and that of other salient stakeholders. As Alberts and Hayes14 put it: “Sensemaking is much more than sharing information and identifying patterns. It goes beyond what is happening and what may happen to what can be done about it.” Prior to a crisis, sensemaking is difficult due to attention scarcity, weak or conflicting signals regarding mounting threats, and a high degree of uncertainty. Once it is clear that a crisis has occurred, a paradoxical combination of information overload and uncertainty/scarcity regarding key parameters is common. Given the changes in the media and communications technology landscape noted above, it is clear that sensemaking efforts—not only by government and non-governmental agencies involved in crisis/emergency response but also by ordinary citizens seeking to protect themselves— can be enhanced via crowdsourcing and communication facilitated by social media and personal communications technology (such as smart devices and computers). These socio-technical platforms enable multidirectional exchange of information and provide windows into the perceptions, pre-dispositions, and concerns (short term and longer term) of citizens and other members of the community.15 As such, social media-based information serves as a complement to other sources of information/intelligence. Furthermore, empowered by personal communications devices and networks, individuals are now able to document and share (potentially time-stamped and geo-tagged) text, images, and video also complementing more traditional situational reporting.
Before concluding the discussion of this task, it should be mentioned that the significant positive sense-making potential associated with citizen reporting in crisis and disasters is accompanied by certain risks and vulnerabilities. Social media and personal communications devices may be used not only to spread accurate and helpful information but also to spread inaccurate rumors, disinformation, or attempts to manipulate public opinion and discourses. However, this risk is thought to be at least partly mitigated by the self-correcting nature and “wisdom” of crowds—though researchers disagree to some extent regarding the timeliness and relative impact of such crowd-corrections with regard to social media discourses.16
Decision-making and Coordination17 refers to the fact that crises tend to be experienced by crisis managers, first responders, and citizens alike as a series of ‘what do we do now’ problems triggered by the flow of events. These decision occasions emerge simultaneously or in succession over the course of the crisis.18 Protecting communities tends to require an interdependent series of crucial decisions to be taken in a timely fashion under very difficult conditions. Increasingly, there is a recognition that public sector resources (and traditional command, control capacities) are unlikely to suffice when dealing with the larger scale, more complex, and challenging contingencies. Recent experience from around the world—from Hurricane Sandy in the United States to the Christchurch Earthquakes in New Zealand— clearly demonstrates the power of social media and personal communications-based information to inform decision-making and enable more agile, flexible and decentralized forms of coordination. This is critical both for leveraging the potential for community-based response via self-organizing and for managing the interfaces between the public-sector, private sector, and non-profit sector components of a whole of community/society response.19
Meaning-making and Crisis Communication20 refers to the fact that crisis managers —across sectors—must provide relevant information in a timely fashion, attending not only to the operational challenges associated with a contingency, but also to the ways in which various stakeholders and constituencies perceive and understand it. Because of the emotional charge associated with disruptive events, followers look to leaders—and to each other— to help them to understand the meaning of what has happened and place it a broader perspective. By their words and deeds, leaders and other communicators can convey images of competence, control, stability, sincerity, decisiveness, hope and vision—or their opposites.
Social media channels—including direct social media based communications by leaders on fora such as Twitter—have become a key arena in which information is exchanged and where alternative political visions as well as risk and situational assessments compete.21 A sound understanding of the discursive backdrop and the frames of reference of citizens and opinion leaders is essential to formulating and implementing effective strategies for crisis communication.
The following points summarize some basics of strategic crisis communication as meaning making as well as some of the challenging contextual features associated with crises:22
Credibility is a key asset; guard it! Communicators who start out with or quickly develop credibility deficits face a significant additional obstacle with regard to crisis communication. By contrast, communicators who are proactive about getting and sharing the most salient information, who promptly correct erroneous information and are circumspect about making and fulfilling promises will tend to maintain and even gain credibility over time. Credibility takes time to establish and rebuild, but can be destroyed in a single careless moment.
Accounting24 refers to the demands placed on crisis actors to justify their actions— prior to, during, and in the aftermath of major crises and emergencies— to citizens, the media, organizational and political rivals, watchdog and/or advocacy groups, and in some cases to the courts. The crisis literature identifies a number of questions likely to be posed in various accountability fora such as:
The rise of social media and personal communications technology— as well as other forms of public/personal surveillance technology such as closed circuit television, police vehicle, body or helmet cameras etc. — has profound implications for the accountability process. The media, public sector accountability fora, and other actors in public discourse are now provided with real time information, competing accounts regarding incidents, and feedback (though not necessarily sound, systematic, or reliable) regarding citizen reactions and satisfaction with services provided by crisis actors. In other words, the scope, complexity, granularity, and accessibility of accountability-relevant information has increased dramatically.
Effective learning25 requires an active, critical process which recreates, analyzes, and evaluates key processes, tactics, techniques, and procedures in order to enhance performance, safety, capability etc. The learning process has just begun when a so-called lessons- learned document has been produced. In order to bring the learning process to fruition, leaders must initiate effective change management / implementation in a fashion that leaves the organization with improved prospects for future success.26 See the discussion of social media as learning tool below for a more detailed discussion of the implications of social media for learning from crisis.
These observations demonstrate that in principle, the rise of social media and smart devices are highly relevant to core crisis management tasks. However, from a policy-technology diffusion perspective, there is reason to assume that governments and other organizations in different countries and socio-technical contexts will be disposed and positioned to reap these potential benefits at different rates and to somewhat differing extents. Let us now delve a bit more deeply into some of the ways in which social media are relevant to crisis management in the era of smart devices.
Aspects of Social Media Relevant to Crisis Management: 7 Metaphors
While an ever- increasing number of organizations— including many in the spheres of homeland security, public health, and emergency management— have embraced social media, a holistic understanding of the phenomenon is often lacking and only some aspects are addressed with regard to bringing social media into crisis preparedness and management. In the interest of promoting a more comprehensive understanding and approach, a number of aspects of social media—each associated with a foundational metaphor—are articulated below.27 Social media can and should be understood in terms of the following aspects: channel, megaphone, arena, bank, radar, mirror, and learning tool. [See Figure 1.below]
Figure 1: Aspects of Social Media in Crisis Management
Channel: The simplest—though still a very important— way of understanding social media is as an additional channel for getting the word out to significant constituencies.28 Thus, social media becomes yet another way of pushing information out to those a government agency, non-profit organization, or corporation wants to reach. For example, during the recent Ebola outbreak, interest in the U.S. CDC emergency twitter feed reportedly rose dramatically, breaking the magic million mark in terms of followers (as of December 2016, the feed has 1.76 million followers). Note that the channel metaphor focuses on more traditional one way communication—such as from an agency to the public. It is not surprising that early efforts to harness the power of social media for crisis communication purposes tended to emphasize this relatively familiar aspect.
Megaphone: Alternatively, social media can be seen as a megaphone, giving voice to persons or groups that might traditionally have been denied or had great difficulty in getting access to traditional media or the national stage. This tends to bring alternative actors into the public conversation and can give them a platform for engaging in debate with regard to risk and crisis issues. From the perspective of government actors in homeland security, public health, and emergency management, this can be both vexing and challenging. Self-appointed experts of (from the perspective of official actors) suspect credentials and views may be able to use social media in ways that greatly amplify their exposure and impact. During the H1N1 Pandemic for example, public health officials interviewed expressed their frustration with the effectiveness with which anti-vaccination groups used their access to social media to promote views considered dubious—if not downright dangerous—by the established public health and medical communities.29 Furthermore, social media can be and is being used by terrorists of various kind to spread their own toxic messages, recruit and radicalize followers, not least as a virtual stage for dramatic acts of “performance violence.”30
Arena: Social media also serve as arenas for competitive communication of various kinds. Public, private, and non-profit actors alike compete for attention in social media, position themselves with regard to key constituencies, and debate controversial issues of public and foreign policy. This metaphor serves as a reminder that communication does not take place in a vacuum, but rather against a backdrop of past, simultaneous, and anticipated future communications by rivals. Communication strategies that might have been effective for an ‘unopposed’ organization may prove highly vulnerable to one whose every utterance is being critically examined by rival organizations.
Mirror: The poet Robert Burns once wrote: “O, wad some Power the giftie gie us , To see oursels as others see us!” 31 Not so long ago, it was far more difficult, time consuming and expensive for crisis communicators to find out how their messaging was being received by the key constituencies. In the age of social media, traditional strategies such as public opinion surveys or focus groups, have been complemented by the ability to follow instantaneous reaction to political and policy communications by the public, journalists and tweeting (talking) heads, as well as political opponents and allies. Rapid feedback regarding how the organization, its spokespeople, and its message are being perceived can be invaluable. Social media can help to provide answers to urgent questions such as:
This is potentially a very powerful use of social media that can enable quick remedial action or revision of message in the face of indications that messaging has not produced the intended effects. This may be particularly useful in fast-moving crisis situations in which margins of error may be small, traditional means inappropriate or inapplicable, and rapid feedback particularly useful.
Bank: Social media can also be used for crowdsourcing resources—such as financial, material, expertise, and labor (both skilled and unskilled)— in crises. Just as Craigslist and Kickstarter can dramatically reduce transaction costs and help buyers and sellers—or investors and entrepreneurs—find each other under normal conditions, social media can empower and facilitate crisis prevention, response and recovery. The abilities of social media and smartphones to communicate needs, identify, and coordinate resources in real time at low cost have profound implications for crisis management. Via social media, it is possible to access not only information (see the discussion of “Radar” below), knowledge and expertise32 — extremely valuable commodities in their own right— but also to secure funds and various forms of critical material resources from food and water to specialized tools, vehicles and operators for them. In addition, social media provide means for citizen self-organizing and self- help. When official first response resources were overwhelmed in the devastating Christchurch earthquakes of 2010-11, citizens made use of social media and smartphones to organize a community- based response to complement overstretched public sector efforts. For example, Facebook was used to organize a Student Volunteer Army which helped with debris removal and other tasks in the response and recovery effort. Similarly, farmers organized themselves into a parallel ‘Farmy army’ in which agricultural tractors and experienced drivers were brought into the response effort.33 During the devastating terror attacks in Paris in November 2015, citizens sought and provided shelter in the affected neighborhoods in real time making use of a twitter hash tag aptly named “Porte-Ouverte” [Open Door].34 It is important to recognize that, however great the potential benefit of using crowdsourced resources and self-organized community assistance in crisis and disaster management, managing the interface between the official and community responses (physical as well as digital) remains very challenging.35
Radar: Monitoring social media feeds can provide invaluable information and “intelligence” (broadly defined) for warning, prevention, response, and recovery. In crisis situations in which information is scarce at the outset, social media provide opportunities for both data-mining and crowdsourcing of information (see above) —strategies which can facilitate early detection of potential threats as well as improved situational awareness for crisis managers and citizens at every stage of the crisis process.36 Citizens can serve as eyes and ears for each other and for organized crisis responders. Just as traditional media have come to rely on so called i-reporters, government can leverage official situational reporting with citizen reporting that can be aggregated, analyzed, and displayed in ways supportive of the crisis management effort. Such tools were used—with mixed effect— in the hunt for the Boston Marathon bombers, where both traditional and social media were used to protect and guide citizens as well as encourage them to report observations to the authorities that could be helpful in identifying and finding the perpetrators.37 Social media feeds can also be mined—manually or using various forms of automated social media monitoring and analysis tools—to provide information about potential human threats and natural hazards, citizen preparedness, and other phenomena relevant to crisis management.
Learning tool: As noted above, the rise of social media and personal communications devices has resulted in new forms of crisis documentation which can be exploited for post-crisis analysis, evaluation and learning. Social media accounts and contemporaneous audio-visual documentation produced and communicated by personal communications devices provide a useful complement to more traditional sources such as government documents and mass media accounts of crisis events.38 Though all forms of data must be treated with healthy doses of skepticism and source criticism, the fact that social media data tends to be time and date stamped and in some cases geo-tagged as well, is very promising. Furthermore, social media can be used to elicit and compile statements from ‘witnesses’ and to develop communities of practice that can contribute to the learning process. For example, the European Center for Disease Prevention and Control made good use of a field epidemiology ‘wiki’ in documenting its experiences and proposing lessons from the H1N1 pandemic. 39
Each of these metaphors captures distinctly different “faces” of social media—each with its own distinctive sets of possibilities and challenges. As organizations seek to develop and adapt their crisis preparedness postures to changing conditions, each of these aspects is worthy of serious consideration.
Conclusion
The developments and trends regarding information and communications technology noted above are highly salient to the domains of public safety, security, and resilience. Despite significant progress in recent years, understanding and analyzing the implications of these rapidly evolving phenomena remains an urgent task.
The results of analysis and conceptual work presented above may be summarized in the form of six key takeaways.
The realm of crisis management is often stranger than fiction and the ICT capabilities now commonplace in pockets, backpacks, and desktops often exceeds the capabilities of yesterday’s science fiction. Grasping the potential of and avoiding pitfalls associated with these developments remains a challenging task best undertaken in partnership and ongoing dialogue between the worlds of research and practice.
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