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Abstract
The National Academy of Sciences 
recommended that the Department of 
Homeland Security use methods of qualitative 
comparative risk assessment as part of its 
approach to strategic planning.  To provide 
insight into how this can be done, this paper 
examines a set of ten homeland security risks– 
including natural disasters, terrorist events, 
and major accidents– in a systematic fashion.  
These hazards were described in terms of the 
annualized risk to the United States as a whole 
using open-source data and a standardized set 
of attributes.  This assessment can be useful 
on its own, providing a baseline of knowledge 
about these homeland security risks and a 
source of data for subsequent risk management 
and comparative risk assessment studies.  
Additionally, this assessment can help identify 
what is known about the homeland security 
risk generally– the availability of data on 
homeland security risks and the uncertainty of 
the risks as they vary by hazard and attribute.

Introduction
The Department of Homeland Security 
(DHS) is a large and complex organization 
with a mission that covers multiple priorities 
including security, resilience, and customs and 
exchange.  Managing priorities in preparing for 
and responding to the range of terrorist events, 
natural disasters, and major accidents that are 
in their purview requires an understanding 
of the diverse set of risks involved.  In an 
organization managing risks that can kill 
hundreds to thousands and with an annual 
budget in the tens of billions, properly aligning 
capabilities to risks can save both dollars 
and lives.1  DHS defines risk as the “potential 
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unwanted outcome resulting from an incident, 
event, or occurrence, as determined by its 
likelihood and the associated consequences,” 
and knowing the extent of expected damages 
of a risk can be useful when considering the 
costs of risk reduction activities.  Accordingly, 
DHS is committed to utilizing risk assessment 
in informing decisions and priorities.2  In 
a process described in a summary of the 
Strategic National Risk Assessment, DHS uses 
risk assessments to identify high risk factors 
in support of capabilities, to support critical 
thinking about strategic needs, and to promote 
a common understanding in order for all 
components of DHS to act independently but 
collaboratively.3

Assessing homeland security risks is a 
particularly challenging endeavor.  This is 
partially due to the nature of the risks. Homeland 
security risks include high consequence/ low 
likelihood events with significant uncertainty, 
making homeland security a challenging 
domain for risk assessment.4 To a certain extent, 
these challenges in homeland security risk 
assessment reflect the maturation of the field, 
as natural hazard risk assessment methods are 
more advanced than methods used to assess 
risks associated with terrorism.5  But terrorism 
also involves inherent challenges in estimating 
the likelihood of attacks that are not inherently 
probabilistic because they are carried out by 
intelligent adversaries.6  Bringing these risks 
together in a comparative fashion is even 
more challenging.  A 2010 National Academies 
review of DHS’s approach to risk analysis 
recognized several opportunities for DHS to 
improve their comparative risk assessments.7  
Homeland security risk assessments are often 
conducted in an ad hoc fashion, and identifying 
the attributes of concern in a model specific 
to the hazard makes it difficult to compare 
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risks.  For example, comparing risks based only 
on estimates of expected casualties will bias 
results against cyber-attacks, while omitting 
environmental damages will bias results against 
oil spills.  Additionally, the “heterogeneity 
and complexity” of risks in DHS’s portfolio 
limits the use of a single meaningful unit of 
risk, making a quantitative integrated risk 
assessment “impractical”.8

While the review recommended against 
comparing all-hazards in a quantitative fashion 
using a single risk measure, they did recognize 
the benefit of qualitative comparisons to inform 
decision making.9  While there are known 
limitations to the direct use of some qualitative 
methodologies (such as risk matrices), using a 
range of quantitative and qualitative measures 
to inform expert judgment can be useful.10  DHS 
has followed this approach in their Second 
Quadrennial Homeland Security Review 
(QHSR), including assessments of a range of 
homeland security risks to support an expert 
consideration of risk reduction priorities.11

Another suggestion of the National 
Academies panel was to incorporate time-
tested scientific practices, including external 
peer-review, in their verification and validation 
of risk models.  It is important for risk models 
to be transparent both internally (so that 
policy-makers can understand the assumptions 
underlying their decisions) and externally (so 
that common approaches can be used to inform 
similar risks and to support model validation). 

This paper presents a shared starting point for 
a comparative assessment of homeland security 
risks, building on the recommendations of the 
National Academies panel.  We compare a set 
of ten hazards including a varied set of natural 
disasters, terrorism, and major accidents, 
using a standardized set of attributes that cover 
health, economic, societal, environmental, 
governmental, and non-consequence aspects of 
risk.  We identify and document risks estimated 
through open-source literature in a transparent 
fashion.  This presents a common framework to 
examine homeland security risks and a baseline 
as to what those risks may be.

Methods
We undertook this risk assessment in order to 
support a comparative risk ranking.  While the 
2010 National Academies report recommended 
that DHS avoid quantitative comparative all-
hazard risk assessments, it suggested that 
qualitative techniques can be appropriate.12  
There are a range of techniques which can 
be useful for all-hazard comparison of risks, 
including the Analytic Hierarchy Process,  
multi-objective risk analysis techniques, and 
others.13 This study uses one such comparative 
approach, the Deliberative Method for Ranking 
Risks.  This method was developed in the 
late 1990s and early 2000s in research out of 
Carnegie Mellon University to deal with the 
range of risks faced in environmental policy.14  
The Deliberative Method for Ranking Risks has 
five steps: 1) identifying the risks to be ranked; 
2) identifying important attributes to describe
the risks; 3) describing each of the selected risks
in terms of the selected attributes; 4) selecting
participants and performing the risk ranking,
and; 5) analyzing results.  Other papers describe
the application of the deliberative method in
detail.15  This paper focuses on the first three
steps of this method involving the assessment
of a set of risks in a comparable fashion.  While
we used a specific set of comparable risks in
this study to support a specific risk ranking, the
assessments used to support the rankings are
generalizable.

Certain decisions must be made regarding 
how to conceptualize the risk before any 
comparative risk assessment can be performed.  
One initial decision involves deciding how 
to identify discrete risks to be compared.  In 
homeland security, risks may be broken out 
by target (as in the Border Zone Protection 
Program), by city (as in the Urban Area 
Security Initiative), by sector (as in the National 
Infrastructure Protection Plan), by hazard (as 
in the National Planning Scenarios and the 
Quadrennial Homeland Security Review), 
or other ways.  In the process of considering 
the alternative ways to categorize risks, no 
single approach is universally correct; instead 
the categorizations should be matched to 
the purpose for which they are used and the 
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structure of the organization using them.16  
While DHS uses a range of approaches to 
categorize risk depending on the purpose of the 
assessment, for this study we made the choice 
to categorize risks in terms of hazard, which 
the DHS defines as a natural or man-made 
source or cause of harm or difficulty.17  This 
approach considers the risks (i.e. the likelihood 
and consequences of harm) associated with 
selected hazards (i.e. the cause of that harm).  
This consideration of risks associated with 
hazards reflects high-level strategic documents 
and planning within DHS.18

Next, we selected specific hazards.   A relevant 
set of risks should be logically consistent, 
administratively comparable, equitable and 
comparable as regards cognitive constraints 
and biases.19 For reasons of comparability, 
we sought hazards which reflected the types 

of incidents described by DHS in their 
mission statement, specifically “…a terrorist 
attack, natural disaster, or other large-scale 
emergency.”20

The set of hazards was neither exhaustive 
nor representative, but was selected to include 
risks that varied in interesting ways, reflecting 
a range of causes and consequence levels 
associated with the types of problems managed 
by DHS (see Table 1).  The specific hazards we 
selected were drawn from a larger list identified 
from DHS documents.21  From this list, we 
selected a subset of the hazards to cover the 
domains of terrorism, accidents, and natural 
disasters.  This focus did not address other 
aspects of the DHS mission such as securing 
the borders or managing immigration.  This is 
consistent with DHS risk analyses, notably the 
Strategic National Risk Assessment.22

Table 1: Hazards selected

Natural Terrorist Accidental
Earthquakes Nuclear detonation Toxic industrial chemical accidents

Hurricanes Explosive bombings Oil spills

Tornadoes Anthrax attacks

Pandemic influenza Cyber-attacks on critical infrastructure

Comparing risks also requires having a 
consistent set of attributes to describe them.  
This set of attributes should be representative 
of the aspects of risk about which people 
and policy makers are concerned.  Selecting 
a set of attributes that comprehensively yet 
parsimoniously describes the aspects of risk 
that people are concerned about requires 
significant judgment in applying the scientific 
literature.23 

We drew the attributes to describe risk 
from the literature on homeland security and 
emergency management.  We focused our 
literature review on papers which described an 
overarching framework for consequences or 
which reviewed the emergency management 
or homeland security literature with regards 
to aspects of consequence.24 The review 
also examined DHS papers or processes 
that utilized a framework in an attempt to 

comprehensively describe risks.25  This focused 
literature review identified 41 attributes which 
covered a range of consequences about which 
people were concerned, including not only lives 
lost and economic damages, but also social, 
psychological, environmental, and political 
concerns.  

From these identified attributes, we 
selected 17 attributes describing health, 
economic damage, societal damage, and 
non-consequence factors reflecting aspects 
of dread and uncertainty associated with 
the psychometric paradigm.26  As many of 
the identified attributes described similar 
concepts, attributes were selected which 
could cover the range in a parsimonious 
fashion.   These definitions for each attribute 
were formalized; for example, the distinction 
between more severe and less severe injuries or 
illnesses was related to hospitalization, with a 
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definition and examples for each.  Most of the 
selected attributes  involved expected value 
characterizations, describing the risk in terms 
of expected damage to the nation as a whole for 
one year as averaged over many years. However, 
some attributes were described in non-
annualized terms, including both perspectives: 

reflecting damages for a single event and non-
consequence characterizations of the risk.  We 
present the set of selected attributes, including 
consequence and non-consequence aspects of 
risk, in Table 2.  For more details on the process 
see Lundberg (2013).27

Table 2: Attributes Used to Describe Homeland Security Risks 

Health Socioeconomic Other attributes
Average number of deaths per year Average economic damages per year Natural/human-induced

Greatest number of deaths in a single 
event

Greatest economic damages in a 
single event

Ability of individuals to control 
their exposure

More severe injuries or illnesses per 
year on average Duration of economic damages Time between exposure and 

health effects

Less severe injuries or illnesses per 
year on average

Size of area affected by economic 
damages Quality of scientific understanding

Psychological consequences per year 
on average

Average environmental damages per 
year Combined uncertainty

Average displaced households per 
year

Disruption of government services

We developed specific estimates of these 
attributes for each of the selected hazards.  Some 
of these estimates were quantitative, while 
others were qualitative.  We drew data for these 
estimates from the available literature.  These 
included unclassified government records, peer 
reviewed articles, books, news reports, and 
raw data from databases on disasters (such 
as EM-DAT) and terrorism (such as RAND’s 
Database of Worldwide Terrorism Incidents).  
We identified these sources from other risk 
assessments, literature reviews, other articles 
and books, and targeted internet searches.  We 
conducted research underlying the assessments 
throughout 2010 and early 2011.

As estimates of risk in homeland security 
can have considerable uncertainty, we adopted 
three approaches to characterize the risk with 
appropriate degrees of precision: rounding, 
bounding, and the use of qualitative levels when 
appropriate.  First, we rounded quantitative 
estimates of risk to only one significant digit 

so as to not overstate the precision of the 
estimates.  Second, we incorporated uncertainty 
in quantitative estimates using bounds.  For 
annualized expected consequences, these 
bounds represented the lowest and highest 
estimate of risk identified in the literature.  For 
worst case attributes (greatest number of lives 
lost in a single event and greatest economic 
damages in a single event), bounds represented 
low and high estimates for the largest potential 
event.  These reflected the range from the 
largest consequences that had ever actually 
occurred and the largest consequences that 
could theoretically occur as identified in models 
or the range from the largest consequences 
that had occurred in the U.S. to the largest 
consequences that had occurred anywhere in the 
world.  Finally, we only characterized attributes 
in quantitative terms when there was sufficient 
justification to do so; attributes that were less 
concrete (such as environmental damage) were 
described qualitatively.  When qualitative scales 
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were used, we used structured definitions to 
improve consistency.  For example, thresholds 
for ability of an individual to control their 
exposure involved the actions one would need 
to take to avoid exposure to the risk, with high 
control related to advance warning of a clearly 
visible event and low control related to risks 
that can only be reduced by significant lifestyle 
changes, such as moving away from urban or 
suburban areas.

While this paper focuses on the estimates 
associated with the attributes described in 
Table 2, this was only one part of describing the 
risks.  We described the risks in risk summary 
sheets that followed a specific format consistent 
with best practices in risk communication.  
The summary sheets began with a paragraph 
summarizing the risk and a table listing the 
estimates for all of the identified attributes 
on the first page.  The subsequent pages then 
described in greater detail what is known about 
the risk and how it can harm people, what the 
exposure is to the risk, and what is already 
being done about the risks.

Finally, we brought in hazard-specific experts 
for the analyses of the hazards (including not 
only the estimates for the attributes but also the 
descriptions in the risk summary sheets).  This 
expert review was part of the risk summary 
process (Deliberative Method for Ranking 
Risks step 3), separate from but supporting the 
risk rankings (Deliberative Method for Ranking 
Risks step 4).  In this review, researchers 
unaffiliated with the project but with expertise 
on the hazard were identified and were asked 
to consider the risk summary for the hazard 
on which they possessed expertise.   They were 
asked to review whether the assessments were 
based on the best available science about the 
hazard and whether the estimates accurately 
reflected that knowledge both in the accuracy 
and precision presented.  We incorporated 
comments from the reviewers into the final risk 
summaries.

The result of this process was a set of risk 
summary sheets describing the risk associated 
with ten homeland security hazards in a 
comparable fashion.  The detailed assessments 
are available in online supporting materials and 
summarized in the remainder of this paper.28

Results
The risk assessment process identified 
estimates in 137 documents including datasets, 
government documents, peer-reviewed 
articles, NGO publications, published books, 
and news articles.  Many of these documents 
provided multiple estimates.  For example, we 
used estimates of consequence from nine of 
the National Planning Scenarios, and in many 
cases we were able to identify both low and high 
estimates.29  Datasets were particularly useful in 
creating multiple estimates including estimates 
for multiple hazards, for different periods 
of time, or for different places.  For example, 
the RAND Database of Worldwide Terrorist 
Incidents provided a number of estimates for 
consequences over different time periods and 
for different countries.30

The data to develop consequences varied in 
format.  We identified estimates of consequence 
in terms of counts per year or counts per event.  
While some hazard-attribute pairs had data 
that went back over 100 years (e.g. deaths from 
tornadoes) it is questionable whether historical 
data reflect contemporary conditions, either 
because the historical data was not collected as 
diligently or because the risk has changed over 
time.

The data could support quantitative estimates 
for some hazards and attributes, but could only 
support qualitative levels for others.  Data were 
strongest in support of estimates of lives lost, 
either in a single event or averaged over many 
years, as lives lost are a discrete harm important 
enough to be regularly recorded.  Estimates 
of direct economic damages were widely 
available; indirect or secondary economic 
damages were also available but varied widely. 
Some authors suggested all  policy activities 
following an event should be included in 
secondary costs (in the case of the events of 
Sept. 11, 2001 that included the costs of two 
wars, far beyond the costs of the event itself), 
while others suggested that the substitution in 
a mature market economy would attenuate any 
losses from a disaster.  Data on health effects 
other than lives lost were not as strong. Even in 
the case of hazards with historical data, injuries 
were often only recorded for individual events 
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(often the largest events, which may or may not 
be typical), not for averages over many years.

The differences in data warranted the 
application of different methods to derive 
estimates from them.  We drew estimates from 
the data in six general ways: projections from 
historical data, projections from analogous 
data, modeled estimates, expert opinion, 
projections from the proportionality of one 
attribute to another, and bounding estimates.  
We present these categories in an order of 
increased abstraction, not necessarily in strict 
order of preference; the approach selected 
depended not only on how directly it described 
the actual consequences but in how precisely 
and accurately it described them.  It was not 
possible to choose a single approach that would 
work well for each hazard and attribute.  For 
example, the historical data on tornadoes 
allowed estimates of risk by averaging over 
many years, but the lack of data on terrorist 
nuclear detonations required decomposing 
risk into likelihood and consequence then 
using expert opinion and data from World War 
II and from scenario models to calculate an 
estimate.  The determination of whether one 
kind of approach provides a better estimate 
than another involves an inherently subjective 
judgment.  As expected, most natural disasters 
lent themselves to averages of historical 
data while most terrorist hazards involved 
combining likelihood derived from expert 
opinion with consequence from modeled data 
or other approaches (see Table 3).  However, 
this was not always the case.  Terrorist 
explosive bombings, for example, had sufficient 
data to support statistical analysis, with a 
record of terrorist explosive bombings over 
several decades in different contexts.  Other 
terrorist scenarios do not lend themselves to 
historical averages, as they have rarely (in the 
case of anthrax attacks) or never (in the case 
of terrorist nuclear detonations) occurred.  
The non-probabilistic nature of adaptive 
adversaries limits the utility of probabilistic risk 
assessments.31  Novel or rare events can also 
require more creative approaches to estimating 
consequences.  For example, while cyber-crime 
and cyber-espionage are widespread, cyber-
attacks on critical infrastructure have been 

The precision of the estimates of homeland 
security risks had large amounts of uncertainty 
for some hazards, but that does not mean 
that they cannot still be useful for some 
applications.  Table 4 presents the precision 
in the quantitative estimates in terms of the 
orders of magnitude difference between the 
lower and upper bound for each of the hazard-
attribute pairs.  The range of the estimates 
was substantial for some hazards, with two or 
even three orders of magnitudes of difference 
between the low estimate and the high estimate 
for a given attribute.  This lack of precision 
may limit some quantitative approaches but 
can be useful for qualitative approaches– 
similar orders of magnitude for the bounding 
estimates have been used in studies using the 
Deliberative Method for Ranking Risk in other 
domains.33  Still, uncertain estimates of risk 
may also suggest areas where future research 
may be useful.

The precision of the estimates varied by 
hazard and attribute.  When considering the 
precision by hazard, there is less precision 
in the estimates of risk for terrorism than for 
natural disasters, with major accidents falling 
between them.  But this approach presented 
little variation when comparing the precision 
by attribute, in part because there was some 
consistency in the approaches within a hazard; 
for example, if a hazard were to decompose 
likelihood and consequence, the same range 
of likelihoods would be applied to estimates of 
lives lost, injuries, and economic damages.

rare; incidents of computer failure in mass 
transit and the Northeast Blackout of 2003 were 
selected as analogous events.  Similarly, the 
historical consequences of pandemic influenza 
may not be useful to describe the contemporary 
consequences in light of improvements in 
public health systems, so we used models of 
consequence data.  We present the specific 
estimates for each of the attributes by hazard 
in Table 5, presented as an appendix to this 
article.  For details on how particular estimates 
were selected see Lundberg (2013).32
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Table 3: Approaches Used to Estimate Homeland Security Risks for Selected Hazards and Attributes
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Table 4: Precision of Estimates by Hazard and Consequence as Measured by Orders of Magnitude between 
Lower Bound and Upper Bound
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Estimates are Too Imprecise 
to Quantitatively Differentiate 
Homeland Security Risks
The quantitative estimates of the risks provide 
some, but only some, ability to differentiate 
risks.  The ability to quantitatively differentiate 
risks was limited due to the degree of precision 
in the estimates.  Quantitatively distinguishing 
the hazards on any single attribute is possible 

only to a limited extent. Figure 1, for example, 
shows the estimates of lives lost for each hazard 
on a logarithmic scale, where the estimates for 
26 of the 45 hazard-hazard pairs overlap for 
expected lives lost per year and 8 of 45 overlap 
for greatest number of lives lost in a single 
event.  The other attributes are similar, with the 
estimates of an attribute for any given hazard 
overlapping with the estimates for another 
hazard in about half the cases.  
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Figure 1: A Comparison of Average Lives Lost Per Year and Greatest Lives Lost in a Single Event

These multidimensional risks can also be 
presented holistically in an easily comparable 
visual format using radar charts.  Figure 2 shows 
the identified risks of the selected 10 homeland 
security hazards across all 17 attributes.  To 
create this chart, the “best” estimate for each 
of the 17 selected attributes of risk was plotted 
on a normalized scale relative to the other 
hazards, with 0 (at the center) representing the 
lowest value in this set of hazards and 1 (at the 
edge) representing the highest value in this set 
of hazards.  We plotted qualitative attributes 
ordinally on this scale while quantitative 
attributes were plotted on logarithmic scales.  

The attributes are grouped in particular 
quadrants: the upper right quadrant presents 
health effects; the lower right presents economic 
damages; the lower left presents non-economic 
consequences; and the upper left presents non-
consequence attributes.  These allow quick 
visual comparison of the risks.  For example, one 
can see immediately that the risks of hurricanes 
are greater than those of tornadoes.  In this 
case, hurricanes equal or exceed tornadoes 
on every dimension of the risk; to borrow the 
language of game theory, the risk of hurricanes 
dominates that of tornadoes.  Judging hazards 
that are not dominated can be done but with the 
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caution that concern depends to at least some 
extent on the subjective value placed on each 
attribute.  For example, if one risk is smaller 
than another for each attribute except lives lost, 
where it is larger than the other, it is not entirely 
clear which of the two risks will be of greater 
concern.  It is also possible to distinguish 
between large and small risks overall, but one 
can also identify the aspect of those risks that 
is particularly large, whether it is in terms 
of health effects (as in pandemic influenza), 
economic effects (as in earthquakes, terrorist 
nuclear detonations), or societal effects (as in 
hurricanes).  The use of radar charts may be 
a useful tool to rapidly understand homeland 
security risks in a relative context.

The risk assessment presented in this 
paper serves as a starting point for comparing 
homeland security risks.  The hazards described 
here are only a subset of the possible risks to the 
nation, but additional hazards can be adapted 
easily for comparison using the framework of 
attributes described here.  Additionally, while 
the selected “best” estimates presented here 
involve inherent subjectivity, the estimates 
and the justifications for them are transparent, 
allowing for others to modify those estimates 
as need be.  The identification of risks in a 
standardized fashion can serve as a starting 
point for comparative risk assessments in the 
future.  

The results show that it is possible to estimate 
homeland security risks in a comparative 
fashion, although there are some limitations 
in the use of those estimates.  One limitation 
is an inherent subjectivity.  Determining 
estimates of homeland security risks requires 
many types of subjective judgment.  Estimating 
lower and upper bounds is objective in theory 
(identifying the lowest and highest estimates 
in the literature) but can involve subjectivity in 
determining the scope of the risks– for example, 
determining which events to use as analogous 
for a cyber-attack on critical infrastructure.  
Selecting a “best” estimate involves a greater 
degree of subjectivity, particularly when 
dealing with risks that lack historical data.  In 
those cases, selecting a “best” estimate involves 
subjective judgment as to which risks are more 
likely or more reasonable.  We addressed this 

subjectivity by being transparent as to how and 
why the “best” estimate was selected.

The lack of classified information may also 
bias these estimates.  The risk assessments in 
this paper used only estimates derived from the 
open-source literature.  It is possible (but by 
no means certain) that estimates for terrorist 
events may be more accurately characterized 
using classified information.  Terrorists want 
to both conceal and publicize their actions; 
while terrorists try to keep their planning and 
intentions secret, they want their results to be 
highly public in order to amplify the influence of 
the attack.  Accordingly, open-source estimates 
of risk describing historically common terrorist 
events (e.g. explosive bombings, assault 
scenarios) should be reliable at the 10,000 
foot view used in this analysis, assuming that 
the exposure to the risk has not appreciably 
changed from the historical record.  Rare or 
novel risks are less likely to be reflected in the 
historical record.  In these cases, classified data 
may (or may not) support a more accurate 
estimate than open-source data.  It is certainly 
true that analysts with access to classified 
data will know more about terrorist activities 
than those limited to open-source data, but it 
is not clear whether this translates to greater 
understanding of the residual risk, as one 
would assume that any actionable intelligence 
would be acted upon thus removing the threat 
from the residual risk that remains.  While 
the attempts to address uncertainty in the 
estimates– bounding, rounding, and qualitative 
levels– should attenuate the concern regarding 
the use of open-source data, the extent to which 
the estimates developed here would differ from 
those developed using classified information is 
unclear.

Still, some things can be learned from this 
analysis, both with regards to the risks and 
to the risk assessment process.  First, there 
are sufficient open source data to describe 
homeland security risks; the precision of 
the estimates in this study are similar to the 
precision of estimates for risks studied in other 
domains using similar methodologies (see 
Lundberg, 2013).34  But the extent to which 
homeland security risks can be estimated 
does vary by hazard.  Looking at the range of 
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Figure 2: Selected Homeland Security Hazards across Multiple Dimensions of Risk
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estimates generated for risks, it is only possible 
to distinguish between any two hazards based 
on a single attribute about half the time; in some 
cases, upper estimates may be over three orders 
of magnitude greater than the lower estimates 
for a given attribute.  Natural disasters can be 
described with more precision than terrorist 
events, as expected.  This is particularly true 
of rare/novel high consequence events such as 
terrorist anthrax attacks or nuclear detonations, 
but even terrorist bombings with a substantial 
history to draw upon are associated with less 
precision than natural disasters.  However, the 
degree of precision does not vary greatly by 
attribute; only greatest number of lives lost in 
a single event could be described with better 
precision than the rest of the estimates.

Better precision of these uncertain estimates 
could plausibly help improve decision-making, 

but improving the precision of the estimates 
is not without tradeoffs and it is important 
to not overstate the precision beyond what is 
appropriate.35  There are natural limitations 
in trying to establish with greater precision 
the likelihood of essentially non-probabilistic 
events, notably terrorism.36  Some hazards 
(such as earthquakes) have an essentially 
probabilistic nature with each day akin to the 
roll of the dice, and imprecision reflects limits in 
the ability to determine what that is.  But other 
homeland security hazards are not probabilistic; 
to borrow from Albert Einstein, terrorists do 
not roll dice.  Whether or not a terrorist event 
occurs is not a probabilistic event—it is the 
result of the decisions of an adversary—and 
while we may not know what those decisions 
are, they are indeed decisions and not random 
acts.  While treating terrorist actions as if 
they were probabilistic and modelling them 
using probabilistic methods can be useful in 
some circumstances, it can be misleading in 
others (see Brown and Cox, 2011, for a broader 
treatment of the challenges of PRA in terrorism 
risk analysis).37 Accordingly, narrowing the 
bounds of uncertainty associated with the risk 
of high-consequence terrorist hazards could 
overstate what is really known about the risk.  
Given recent concerns about overstating the 
precision of this kind of subjective probability 
(including intelligence estimates as to the 

likelihood of WMD in prewar assessments 
on Iraq, 2003),38 this kind of false precision 
should be avoided.  Instead, both the estimates 
of risk and the estimates of the precision of 
that risk should be presented to homeland 
security decision-makers and decision support 
tools that can integrate imprecision (such as 
Robust Decision Making or Assumption Based 
Planning) should be explored.39

Another lesson is that the risks do vary by 
more than just size.  The largest risks have 
their effects predominately in only one aspect 
(i.e. health, economic damage, or societal 
damage, but not all three), but the particular 
aspect where that largest effect is realized 
varies by hazard– health effects drive damage 
for pandemic influenza, economic damage for 
terrorist nuclear detonations and earthquakes, 
and societal disruption for hurricanes.  This 
provides empirical support for suggestions 
that analyses of homeland security risks should 
consider a range of attributes rather than just 
lives lost and economic damages.  One might 
do this through graphical means (such as the 
example star charts or a set of complementary 
metrics in a dashboard approach) or 
numerically.

This multi-dimensionality can bring 
limitations to integrated comparative risk 
assessments.  Adding additional attributes 
quantitatively compounds the lack of precision, 
as the complication of deciding how to combine 
multiple attributes inherently involves 
subjective judgment (in deciding how many 
dollars an acre of wetlands damaged by oil 
is worth, to give one example of many).  The 
typical challenges of subjectivity in converting 
these different attributes into a single metric are 
compounded by the problems of imprecision.  
For some of the challenges in summarizing 
risk using risk measures and risk indices, see 
MacKenzie, 2014 and NAS 2010.40  In this 
respect, we concur with the National Academy 
of Science panel on DHS’s approach to risk 
analysis when they say that DHS should not 
compare all the different risks in their portfolio 
using a single quantitative metric, and that 
qualitative tools maintaining the underlying 
individual attributes should be used to inform, 
not replace, decision-makers.
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To this end, the analysis identifies some 
ways in which multiple individual attributes 
can inform policy-makers.  Risk summaries 
can be created using best practices in risk 
communications, integrating summaries 
and tables to present information clearly 
and comprehensively; an approach such as 
Lundberg (2013) can be useful for getting 
informed consideration of risks using summary 
sheets.41  Additionally, visual aids can, when used 
correctly, communicate information quickly 
and clearly.42 The star charts presented in this 
paper can quickly illustrate the relative size of 
the risks as well as the kinds of consequences 
(i.e. health, economic, or socioeconomic) that 
are of greatest concern.  While these charts 
present the risks individually, one could plot all 
of the hazards on a single chart by presenting 
only the outline.  Alternatively, the charts could 
be changed to incorporate the uncertainty of 
the estimates, presenting the lower and upper 
bounds for each of the risks.  And radar charts 
are not the only tool that could be used to 
present information visually; approaches from 
business infometrics, including the Five Star 
Framework or dashboard designs, could also 
be used to communicate multiple attributes 
quickly and easily.43

Comprehending the risks is just a first step 
to making decisions in the homeland security 
domain.  While risks are important, it is the 
extent to which activities reduce risk that 

decision-makers are actually considering. This 
represents an additional step that can present 
challenges to estimate.  These risk reductions 
must also be considered with regards to their 
efficiency: the extent that risk can be reduced for 
a given amount of money.  However, efficiency 
is not the only value that should be considered; 
other values, such as liberty and equity, should 
be considered as well.  This makes decision-
making in the homeland security domain 
a complex undertaking, one where a single 
quantitative estimate cannot substitute for 
judgment.

While some articles have explored the reasons 
to be cautious about the use of qualitative risk 
assessment tools,44 there are also reasons 
to be cautious about the use of quantitative 
estimates.  In the context of homeland security 
hazards at the national level, the precision of 
available estimates presents one challenge to 
developing integrated risk assessments and the 
multiple dimensions of risk in national hazards 
presents another.  There may be situations in 
which purely quantitative or purely qualitative 
approaches may be recommended, but it is 
important to be aware of the limitations and 
strengths of each.  In many cases, it can be 
important to embrace the complexity of risks 
in the homeland security domain rather than 
embrace false simplicity.  For now, homeland 
security risk assessments will remain both an 
art and a science.
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Table 5: Value for Each Attribute by Hazard

Public Health and Safety

Average Number of Deaths per Year
Earthquakes 100

Hurricanes 40

Tornadoes 40

Pandemic Influenza 4,000

Anthrax Release 20

Terrorist Nuclear Detonation 200

Terrorist Explosive Bombings 10

Cyber Attack on Critical Infrastructure 0

Toxic Industrial Chemical Accident 8

Oil Spills 1

Greatest Number of Deaths in a Single Episode
Earthquakes 5,000 - 20,000

Hurricanes 2,000 - 4,000

Tornadoes 300 - 700

Pandemic Influenza 300,000 - 2,000,000

Anthrax Release 3,000 - 20,000

Terrorist Nuclear Detonation 100,000 - 800,000

Terrorist Explosive Bombings 200 - 2,000

Cyber Attack on Critical Infrastructure 0 - 10

Toxic Industrial Chemical Accident 3,000 - 20,000

Oil Spills 200

Average More Severe Injuries/Illnesses per Year
Earthquakes 70

Hurricanes 600

Tornadoes 200

Pandemic Influenza 20,000

Anthrax Release 60

Terrorist Nuclear Detonation 200

Terrorist Explosive Bombings 30

Cyber Attack on Critical Infrastructure 0

Toxic Industrial Chemical Accident 50

Oil Spills 5
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Average Less Severe Injuries/Illnesses per Year
Earthquakes 3,000

Hurricanes 1,000

Tornadoes 700

Pandemic Influenza 2,000,000

Anthrax Release 300

Terrorist Nuclear Detonation 100

Terrorist Explosive Bombings 60

Cyber Attack on Critical Infrastructure 0

Toxic Industrial Chemical Accident 500

Oil Spills 60

Psychological Damage per Year on Average
Earthquakes High

Hurricanes High

Tornadoes Moderate

Pandemic Influenza High

Anthrax Release Moderate

Terrorist Nuclear Detonation High

Terrorist Explosive Bombings Low

Cyber Attack on Critical Infrastructure Low

Toxic Industrial Chemical Accident Low

Oil Spills Moderate

Societal and Economic Damage

Average Economic Damages per Year
Earthquakes $5B

Hurricanes $10B

Tornadoes $1B

Pandemic Influenza $4B

Anthrax Release $7B

Terrorist Nuclear Detonation $3B

Terrorist Explosive Bombings $100B

Cyber Attack on Critical Infrastructure $50B

Toxic Industrial Chemical Accident $300B

Oil Spills $1B
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Greatest Economic Damages in a Single Event
Earthquakes $60B - $1T

Hurricanes $60B-$200B

Tornadoes $900M- $3B

Pandemic Influenza $70B-$200B

Anthrax Release $300M- $100B

Terrorist Nuclear Detonation $1T-$10T

Terrorist Explosive Bombings $1B-$40B

Cyber Attack on Critical Infrastructure $100M-$10B

Toxic Industrial Chemical Accident $2B-$700B

Oil Spills $4B-$40B

Duration of Economic Damages
Earthquakes Months to Decades

Hurricanes Months to Years

Tornadoes Weeks to Years

Pandemic Influenza Months to Years

Anthrax Release Months

Terrorist Nuclear Detonation Years

Terrorist Explosive Bombings Weeks to Months

Cyber Attack on Critical Infrastructure Days to Weeks

Toxic Industrial Chemical Accident Days to Years

Oil Spills Months to Decades

Size of Area Affected by Economic Damages
Earthquakes County to State

Hurricanes Counties to States

Tornadoes Blocks to Counties

Pandemic Influenza Nation/World

Anthrax Release Neighborhood to City

Terrorist Nuclear Detonation Nation/World

Terrorist Explosive Bombings Less than a Block to City

Cyber Attack on Critical Infrastructure Company to Nation

Toxic Industrial Chemical Accident Blocks to Counties

Oil Spills Counties to States
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Average Environmental Damages per Year
Earthquakes Moderate

Hurricanes High

Tornadoes Low

Pandemic Influenza Low

Anthrax Release Low

Terrorist Nuclear Detonation Moderate

Terrorist Explosive Bombings Low

Cyber Attack on Critical Infrastructure Low

Toxic Industrial Chemical Accident Moderate to High

Oil Spills High

Average Individuals Displaced per Year
Earthquakes 700 - 20,000

Hurricanes 10,000 - 100,000

Tornadoes 30,000-200,000

Pandemic Influenza 0

Anthrax Release 20-6,000

Terrorist Nuclear Detonation 100-300,000

Terrorist Explosive Bombings 3-100

Cyber Attack on Critical Infrastructure 0

Toxic Industrial Chemical Accident 5,000-200,000

Oil Spills 5

Disruption of Government Operations
Earthquakes Moderate

Hurricanes Moderate to High

Tornadoes Moderate

Pandemic Influenza Moderate to High

Anthrax Release Moderate

Terrorist Nuclear Detonation High

Terrorist Explosive Bombings Low to Moderate

Cyber Attack on Critical Infrastructure Moderate to High

Toxic Industrial Chemical Accident Low

Oil Spills Low
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Other Characteristics

Natural / Human-induced
Earthquakes Natural

Hurricanes Natural

Tornadoes Natural

Pandemic Influenza Natural

Anthrax Release Human-Induced

Terrorist Nuclear Detonation Human-Induced

Terrorist Explosive Bombings Human-Induced

Cyber Attack on Critical Infrastructure Human-Induced

Toxic Industrial Chemical Accident Human-Induced

Oil Spills Human-Induced

Ability of Individual to Control Their Exposure
Earthquakes Low to Moderate

Hurricanes High

Tornadoes Moderate

Pandemic Influenza Low

Anthrax Release Low

Terrorist Nuclear Detonation Low

Terrorist Explosive Bombings Low

Cyber Attack on Critical Infrastructure Low to Moderate

Toxic Industrial Chemical Accident Low to Moderate

Oil Spills Moderate

Time Between Exposure and Health Effects
Earthquakes Immediate

Hurricanes Immediate to Years

Tornadoes Immediate

Pandemic Influenza Days

Anthrax Release Days to Weeks

Terrorist Nuclear Detonation Immediate to Decades

Terrorist Explosive Bombings Immediate

Cyber Attack on Critical Infrastructure Immediate

Toxic Industrial Chemical Accident Immediate to Decades

Oil Spills Immediate to Years
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Quality of Scientific Understanding
Earthquakes High

Hurricanes Moderate to High

Tornadoes High

Pandemic Influenza High

Anthrax Release High

Terrorist Nuclear Detonation High

Terrorist Explosive Bombings High

Cyber Attack on Critical Infrastructure Low to Moderate

Toxic Industrial Chemical Accident Low to Moderate

Oil Spills Low

Combined Uncertainty
Earthquakes Moderate

Hurricanes Low

Tornadoes Low

Pandemic Influenza Low

Anthrax Release High

Terrorist Nuclear Detonation High

Terrorist Explosive Bombings Moderate

Cyber Attack on Critical Infrastructure Moderate

Toxic Industrial Chemical Accident Low to Moderate

Oil Spills Low
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