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ABSTRACT
Due to increasing system sophistication and affordability, unmanned aircraft systems (UAS) are becoming more popular among hobbyists and businesses. UAS also pose a threat to homeland security as they could be used for nefarious activity such as preoperational surveillance or as weapons. Consequently, law enforcement officers and fusion centers have experienced an increase in suspicious activity reporting related to UAS. The Federal Aviation Administration (FAA) has not yet finalized a policy for integrating UAS into the national airspace, leaving law enforcement officers without a clear protocol for contact with UAS operators. This paper first examines UAS policy at the federal, state, and local levels. A discussion of recent incidents is provided to demonstrate the threat of UAS and the enforcement action taken. To bridge the gap between current policy and enforcement tools, this paper proposes a solution of creating local ordinances restricting UAS operations to protect critical infrastructure and preserve public safety.
INTRODUCTION
The expansion of unmanned aircraft systems (UAS)1 operations for defense applications in the last two decades has driven growth in the commercial UAS industry where the casual enthusiast can now purchase a ready-to-fly system for less than $300. UAS have emerged as inexpensive and innovative photography and video platforms, often drawing recreational and commercial operators to fly around infrastructure assets of regional or national significance. Sites such as reservoirs, stadiums, bridges, and ports are intriguing subjects for videography but also vulnerable critical facilities. As a result, law enforcement officers and fusion centers have experienced an increase in suspicious activity reporting related to UAS. Due to increasing availability and system sophistication, UAS pose a threat to homeland security as they could be used for nefarious activity such as preoperational surveillance or as weapons.
In addition to threatening critical infrastructure, UAS pose a threat to public safety. A UAS could crash and injure bystanders as the result of the operator losing control of the data link due to equipment malfunction or malicious hacking of the device. Furthermore, UAS could be accessorized with a firearm or improvised explosive and deployed in a crowded area. The responsibility for contacting and determining the motivation of UAS operators falls to local law enforcement.
Federal and state regulations have failed to provide the law enforcement community with any coherent guidelines for conducting encounters with UAS operators. This paper proposes a strategy to mitigate UAS threats to critical infrastructure and public safety whereby municipalities and county governments develop and implement registration criteria for UAS operators and “no-fly” zones around sensitive areas. The idea of using local ordinances to protect against loss-of-life and structural damage provides a rare occasion where the aims of civil liberties groups, UAS hobbyists, and law enforcement officials may coincide.
CURRENT POLICY ENVIRONMENT
As the Federal Aviation Administration (FAA) struggles to implement a coherent UAS policy, local law enforcement officers need a more immediate solution to address the surge in popularity of UAS used for commercial and recreational purposes.
Congress first tasked the FAA with integrating UAS into the national airspace when it passed the FAA Modernization and Reform Act of 2012 as Public Law 112-95 on February 14, 2012. The Act served the dual purpose of authorizing FAA funding for the next 4 years and prioritizing the safe integration of civil unmanned aircraft into the national airspace system by September 30, 2015.2 The Act also stipulated that the FAA must publish a 5-year roadmap for UAS policy within 12 months of enactment detailing the process of introducing civil UAS into the national airspace.3 The FAA published the roadmap 9 months late in November 2013. The FAA has missed other deadlines including the naming of 6 test ranges to conduct research for UAS integration. The sites were named in December 2013, one year and three months outside of the 180 day requirement specified in the Modernization and Reform Act. See Table 1 for a summary of FAA Regulations pertaining to UAS Operations.
In July 2014 the FAA published a notice consolidating FAA regulations and directives pertaining to UAS operations in the national airspace. The notice states that UAS users must obtain authority for operations under one of three programs: 1) For UAS operating as public aircraft, authority comes from the Certificate of Waiver or Authorization (COA) on a case-by case basis.4 2) For UAS operating as civil aircraft (private sector), authority is derived from a Special Airworthiness Certificate (SAC) and covers only limited operations.5 3) Lastly, model aircraft flights are governed by the Interpretation of the Special Rule for Model Aircraft.6
FAA regulations governing UAS operating as public aircraft are currently the most robust as they encompass use by the Department of Defense (DOD). The extension of federal UAS operations has been implemented through the COA process to include other agencies such as NASA, the Department of Homeland Security, and the Department of the Interior as well as state and local entities. These certificates are generally issued for a timeframe of 12-24 months and application is restricted to public operators for specific activities. As of December 4, 2013 the FAA listed only 545 active COAs.7
The FAA Modernization and Reform Act of 2012 established a streamlined COA approval process for local law enforcement, first responders, and academic institutions.8 These public UAS may be used for varied purposes including ordnance detection, search and rescue, damage assessments, and −most controversially− surveillance. Such use cases represent a logical extension to federal agency operations. UAS eligible for the COA program must be operated by public agencies, weigh 4.4 pounds or less, operate within line-of-sight of controller, fly below 400 feet, during daylight hours, within Class G airspace,9 and at least 5 statute miles from any airport, heliport, seaplane base, spaceport, or other location with aviation activities.10 Initially, an organization will receive a COA for training and performance evaluation. Once the entity has demonstrated proficiency in flying its UAS, they will receive an operational COA expanding the allowable operational weight to 25 pounds.11 Although law enforcement and emergency management applications for UAS show much potential, their use is entangled in debate over privacy considerations around the 4th Amendment prohibition of unreasonable search and seizure. This article deals specifically with threats to critical infrastructure and public safety and does not consider law enforcement and emergency management UAS significant threats to either. As a result, analysis of the policy and enforcement environment for public UAS is beyond the scope of this paper.
The criteria for obtaining an SAC apply only to the private sector (civil aircraft) and are more restrictive than those of the COA program. Experimental category SACs are issued for research and development, crew training, or sales demonstration purposes and prohibit civilian companies from operating UAS for compensation or hire.12 Companies with active experimental SACs include General Atomics, Lockheed, and Raytheon.13 Restricted category SACs allow for commercial operations. To date only the Insitu ScanEagle and AeroVironment Puma are authorized in this category to conduct pipeline surveys for BP in Prudhoe Bay, Alaska.14 On December 12, 2014 the FAA released Order 8000.372A which establishes a framework for granting SACs to UAS affiliated with the six UAS test ranges in the U.S.15 These certificates will be issued in the experimental category and not for commercial purposes.16
The FAA began moving forward to expand commercial UAS use in September 2014. Section 333 of the FAA Modernization and Reform Act entitled “Special Rules for Certain Unmanned Aircraft Systems” gives the Secretary of Transportation authority to expedite operational approval for UAS that “do not create a hazard to users of the national airspace system or the public or pose a threat to national security.”17 The Act also allows the secretary to determine if these UAS require airworthiness certificates, COAs, or SACs.18 Since September 25, 2014 the FAA has announced exemptions from existing certification requirements for 137 companies operating UAS for commercial purposes.19 The first six exemptions went to businesses affiliated with the Motion Picture Association of America and were granted for aerial photography and videography.20 The FAA has since approved requests for companies to use UAS for business purposes including construction site monitoring, aerial surveying, oil rig flare stack inspection, real estate marketing, and precision agriculture.21 The fact that the initial exemptions were granted to single operators from several major segments of the commercial UAS market is symbolic and represents progress toward opening U.S. airspace to civil UAS. However the FAA was over 2 years late in meeting the deadline for invoking the Section 333 provision set out in the Modernization and Reform Act, increasing the likelihood that full integration of UAS into the national airspace will be delayed further.22
The Section 333 exemption process is onerous and may not prove sustainable for the FAA in the long run. Petitions and responses are lengthy, with detailed descriptions of the unmanned aircraft system, the pilot-in-command (PIC), the UAS operating parameters, and public interest involved in the proposed commercial activity.23 In addition, the FAA requires each UAS pilot-in-command to maintain a current pilot certificate and valid airman medical certificate.24 This statutory requirement comes from 49 USC § 44711 which prohibits a person from serving “in any capacity as an airman with respect to a civil aircraft engine, propeller, or appliance used, or intended for use, in air commerce…without an airman certificate authorizing the airman to serve in the capability for which the certificate was used.”25 The decision to require similar pilot certifications for both manned and unmanned aircraft operators may serve as a barrier to entry for low-budget companies seeking to use UAS, however as of April 2015 the FAA had received over 900 exemption requests.26 Given their minimal success in enforcing UAS use restrictions to date, it is uncertain if the FAA will have appropriate staffing to deal with this surge of Section 333 petitions.
Due to the complexities and narrow criteria required to obtain a Special Airworthiness Certificate or Section 333 exemption for commercial operations, an ordinary citizen or company may claim to operate a UAS as a model aircraft to avoid regulation by the FAA. Although civil UAS blur the boundary between model aircraft and manned aircraft, the distinction between a model aircraft and UAS is significant. Section 336 of the FAA Modernization and Reform Act entitled “Special Rule for Model Aircraft” established an exemption for model aircraft from any future FAA regulation.27 The Special Rule protects the longstanding legitimate use of model aircraft for recreational purposes. Section 336 acknowledges the importance of the Academy of Model Aeronautics in the U.S. as a “community-based organization” and their success in implementing an operational safety program for a legion of dedicated hobbyists. The statute requirements in Section 336 are similar to the FAA’s 1981 Model Aircraft Advisory Circular 91-57 (AC 91-57), but provide added specificity and regulatory power. AC 91-57 was intended to apply to remote or radio controlled model aircraft and did not account for the expanded range, data link, and capabilities of the unmanned aircraft in use today. Unlike Section 336, AC 91-57 does not carry the weight of law and only encourages voluntary compliance.28
The FAA’s “Interpretation of the Special Rule for Model Aircraft” issued in June 2014 draws on the statutory requirements of Section 336 to provide specific metrics by which to differentiate model aircraft from UAS. It outlines five criteria for classifying a model aircraft as 1) flown strictly for hobby or recreational use, 2) operated in accordance with a community-based set of safety guidelines, 3) limited to not more than 55 pounds, 4) operated in a manner that does not interfere with manned aircraft, and 5) when operating within 5 miles of an airport, the operator of the aircraft must provide the airport operator and the airport air traffic control tower with prior notice.29 Section 336 also identifies line-of-sight operation as the distinguishing characteristic of a model aircraft.30 Video feeds available to UAS operators often do not require line-of-sight contact to sustain flight and can serve as an easy way to distinguish a UAS from a model aircraft. Although Section 336 protects traditional modelers from forthcoming FAA regulations for UAS, it also states that the FAA retains authority to “pursue enforcement action against persons operating model aircraft who endanger the safety of the national airspace system.”31 Taken holistically, the FAA’s interpretation of Section 336 may assist law enforcement officers in identifying UAS operations that require further scrutiny.
In February 2015 the FAA published a Notice of Proposed Rulemaking for the Operation and Certification of Small Unmanned Aircraft Systems to further integrate UAS operations into the national airspace. The proposed rule would allow small, registered UAS under 55 pounds to operate for business purposes without a COA, Section 333 exemption, private pilot’s license, or airworthiness certification.32 Although these provisions reduce the administrative requirements needed for commercial entities to fly a UAS, the rulemaking contains several operations-based restrictions. For example, devices must be operated only in line-of-sight range, during daylight hours, away from people, and below 500 feet.33 These restrictions could stifle some forms of commercial activity that depend on distance or extended operations such as pipeline monitoring, surveying, or parcel delivery. It is important to note that the rulemaking becomes binding only after closure of a 60-day comment period and after the FAA reviews the findings and reissues it as a final rule. Until such time, Section 333 exemptions remain the only legitimate avenue to pursue commercial operation of a UAS. The FAA is already 9 months behind schedule in publishing that final rule, again making it unlikely that they will meet the final FAA Modernization and Reform Act deadline for safe integration of UAS into the national airspace system by September 30, 2015.34
Table 1. General FAA Regulations for UAS Operations
Civil (Commercial) |
|
Special Airworthiness Certificate (SAC) | ● Experimental Category SACs issued to companies for research, development, crew training, market surveys, prohibit commercial use |
Section 333- | ● Case-by-case exemptions for commercial UAS operations that do not threaten airspace safety or national security |
Notice of Proposed Rulemaking for Small UAS | ● Allows small UAS under 55 pounds to operate for commercial purposes without SAC as long as they are within line-of-sight, during daylight hours, and below 500 feet |
Public |
|
Certificate of Authorization (COA) | ● Allows operation of specific aircraft for specific purpose in specific area |
Model Aircraft (Recreational) |
|
Section 336- | ● No FAA approval needed for hobby or recreational use of UAS |
Although the FAA serves as the only federal agency with authority to regulate airspace safety, states retain some authority to restrict UAS use. For example, FAA regulations would preempt a state law attempting to limit the operation of an aircraft, set airworthiness standards, or create pilot requirements.35 However, the FAA acknowledges that state legislation could restrict the use of certain aircraft −including UAS− by a state agency, local police or by a state department or university.36 Such statutes could be used to supplement federal regulations. State and local governments also have authority to prohibit UAS aviation activities from their land or waterways.37 For example, a UAS operator might be prohibited from flying a device while on state-owned property.38
States have acted quickly to pass laws governing UAS use to compensate for the FAA’s slow pace in developing UAS policy. Since April 2013, legislation aiming to restrict UAS operations has passed in 15 states and deals primarily with constraining use by law enforcement agencies to protect the privacy of citizens.39 These issues fall outside the FAA’s mission to ensure airspace safety and state policy positions vary from complete prohibition to limited acceptance. A summary of state laws governing UAS use is provided in Table 2.
Early on, the states of Virginia and North Carolina took a conservative approach to UAS operations by enacting short term bans on their use by public agencies. This strategy allows more time for policymakers to develop privacy policies.40 The Virginia ban extends through July 1, 2015 and the North Carolina prohibition extends to December 31, 2015. Taking the time to craft thorough policies from the outset will protect the law enforcement community, businesses, and private citizens in the long run, at which point such state laws will presumably be amended to allow UAS use. Other states including Florida, Illinois, Indiana, Montana, and Alaska have chosen a more metered approach to limit public agency use of UAS as it relates to the 4th Amendment prohibition of unreasonable search and seizure.
Some states have enacted legislation that goes beyond regulating public safety use of UAS. The states of Texas, Idaho, Tennessee, and North Carolina stand out for governing UAS use by recreational and commercial users as well. This approach shows that states recognize commercial entities and private citizens are flying UAS in ways that are not effectively regulated by the FAA. For example, real estate, delivery, and agricultural applications for UAS are well documented on YouTube despite current FAA policy prohibiting commercial UAS operation without a Special Airworthiness Certificate (SAC) or exemption.41 Implementing UAS policy at the state level builds a good foundation to encourage commercial growth while seeking to limit unlawful uses of UAS.
Tennessee Code was amended in May 2014 to define legitimate UAS business operations. Lawful commercial purposes in the Volunteer State include collecting data for routing, inspection, and maintenance of utility facilities, vegetation assessment, and real estate marketing.42 Texas Government Code Chapter 223, also known as the Texas Privacy Act, entered into law on September 1, 2013 and centers on privacy concerns over images, recordings, and data collected by UAS. It prohibits UAS photography and filming of property or persons without consent.43 The Act also outlines 19 legitimate purposes for UAS flights including assessing vegetation growth, real estate photography for marketing purposes, oil pipeline surveillance, and inspection of utility facilities.44 Similar to the Texas regulations, Idaho Code Title 21-213, which was enacted April 11, 2013, establishes UAS use restrictions for unwarranted surveillance of persons or property while also providing a list of legitimate uses. Approved operations in Idaho include commercial photography, photographing public gatherings on public or private land, and owner inspection of land or facilities.45
Beyond legitimizing UAS operations for business purposes, in June of 2014 Louisiana enacted a law aiming to protect critical infrastructure assets from criminal UAS activity. Louisiana Revised Statute 14-337 defines unlawful UAS activity as the “intentional use of an unmanned aircraft system to conduct surveillance of, gather evidence, or collect information about, or photographically or electronically record a targeted facility without the prior written consent of the owner of the targeted facility.”46 It goes on to define targeted facilities as petroleum and alumina refineries, chemical and rubber manufacturing facilities, and nuclear power electric generation facilities.47 While the FAA can regulate airspace, Louisiana’s statute provides an added element of specificity on the ground. The classification of vulnerable infrastructure facilities varies due to regional geographic, economic, and industrial differences. The Louisiana legislation demonstrates that it may be more appropriate to classify such assets at the local or state level.
In addition to activity or asset-based UAS legislation, states can also enforce takeoff and landing restrictions on their real property. In April 2014 the State of Wisconsin enacted a UAS law that prohibits flying over state land and water in a way that is “imminently dangerous or damaging to persons or property lawfully on the land or water beneath.”48 The subjective nature of the terms “dangerous or damaging” allows for greater officer interpretation of the operating circumstances than would an outright UAS ban over state-owned or private property. As a result, the Wisconsin law may minimize the burden on law enforcement officers because they will presumably only conduct encounters with “dangerous or damaging” UAS operators rather than with every single one.
Oregon Revised Statute 837, enacted in July 2013, does not describe acceptable UAS use cases for the private sector, but does include proscriptions for all manner of nefarious operations. The law also outlines specific cases in which law enforcement may use a drone to acquire information. It goes on to require that any public agency operating a UAS first must register it with the Oregon Department of Aviation.49 North Carolina’s UAS law also sets out licensing requirements for commercial UAS operators through the state’s Department of Aviation.50 The act of assigning jurisdiction over UAS to a state agency establishes UAS into each state’s existing aerospace framework. It also shows that lawmakers in Oregon and North Carolina believe UAS will become increasingly important assets in airspace. While a state-level foundation for UAS policy may fill in the gaps left by the FAA, the accompanying tools for enforcement are equally important to mitigate the threat environment.
Table 2. State UAS Laws
State | Citation | Key Points | |
Louisiana | LA. REV. STAT. |
| ● Defines unlawful UAS activities |
Tennessee | TENN. ANN. CODE |
| ● Identifies allowable commercial UAS operations |
Idaho | IDAHO CODE |
| ● Restricts UAS use for unwarranted surveillance of persons or property |
Oregon | OR. REV. STAT. 837 § 360 (2013) |
| ● Prohibits weaponization of UAS |
Texas | TEX. GOV. CODE |
| ● Identifies 19 legitimate commercial purposes for UAS operations |
Wisconsin | WIS. STAT. |
| ● Prohibits "dangerous or damaging" flying of UAS over state land and waterways |
North Carolina | N.C. GEN. STAT. |
| ● Prohibits UAS surveillance of private property without owner or lessee consent |
Illinois | 725 ILCS |
| ● Prohibits law enforcement use of UAS to gather information, except in special circumstances |
Alaska | ALASKA STAT. |
| ● Requires search warrant or exception for law enforcement use of UAS |
Utah | UTAH CODE |
| ● Requires search warrant for law enforcement to collect evidence using UAS |
Indiana | I.C. § 35-33-5-11 (2014) |
| ● Requires law enforcement to obtain search warrant before using UAS, provides exceptions |
Iowa | IOWA CODE |
| ● Requires search warrant for law enforcement to collect evidence using UAS |
Florida | FLA. ADMIN. CODE § 47-934.50 (2103) |
| ● Restricts law enforcement use of UAS to collect evidence |
Montana | MONT. ADMIN. R. § 46-5-109 (2013) |
| ● Limits information collected by UAS that is admissible in court |
Virginia | VA. CODE ANN. |
| ● Short term ban on UAS use by public agencies expires July 1, 2015 |
THREAT
UAS threats to privacy have gained the broadest media coverage and state response, however commercial and recreational UAS threaten critical infrastructure and public safety at the local level. As a result of increasing availability and system sophistication, actors with malicious intent may exploit UAS capabilities to conduct pre-operational surveillance or use them as weapons in kinetic attacks. By nature of their reliance on datalink technology, UAS are vulnerable to accidents, which poses an intrinsic threat to public safety. Recent national case examples demonstrate that these threats remain largely unaddressed by FAA. This policy gap provides an opportunity for state government and local jurisdictions to implement their own UAS policies.
Out-of-the box UAS systems are freely available for purchase on manufacturer websites or through online retailers. Platforms range in quality from battery-operated toys mounted with cameras to diesel-powered craft capable of handling 20-pound payloads. Fixed-wing and multi-rotor devices can fly pre-programmed routes or via data link with flight times ranging from 5 minutes to 54 hours. Communications between the device and operator occur via Wi-Fi or radio frequency in the 2.4-2.485 GHz or 72-76 MHz range, respectively.51 Typical Wi-Fi data link range is line-of-sight or about 1000 feet, however transmitter, receiver, and antenna upgrades on radio controlled models can extend the range from 1-3 miles.52 The motion stability of multi-rotor systems is particularly attractive for collecting high-quality video. Due to this range of capabilities, UAS are popular among both casual enthusiasts and business enterprises.
The threat posed by UAS to infrastructure assets and public safety is linked directly to their improved capabilities over other attack vectors. The most unique characteristic of a UAS is its ability to fly automated routes using GPS or first-person view (FPV). FPV describes the experience where a UAS equipped with a camera uses Wi-Fi bandwidth to transmit a video signal to the control console in the hands of the operator. GPS flight paths and FPV allow malicious actors to bypass traditional physical security measures such as barriers or checkpoints and remain outside the fray. As a result, UAS may be used to conduct surveillance operations in areas where entry might otherwise be prohibited. UAS also do not require as much take-off and landing space as manned aircraft, and can navigate at low altitudes through crowded areas.53
While remote operation is desirable for conducting kinetic attacks, the threat of weaponized UAS is currently mitigated by payload capabilities. Off-the shelf recreational UAS weigh anywhere from 2 to 5 pounds and simply cannot support a significant payload of explosives. Larger, more expensive models can lift up to 20 pounds; however this quantity of explosive material would not be sufficient to cause significant structural damage to a building.54 Such a detonation would definitely cause loss of life in a crowded area and for this reason the threat of a weaponized UAS in densely populated areas such as sporting events is particularly concerning. A UAS could operate as a dispersal mechanism for biological or chemical agents; however this threat is currently mitigated by the high level of expertise needed to aerosolize the agent and to build a remote dispersal capability.55
Despite the fact that the threat of weaponized UAS is currently mitigated by payload capabilities, malicious actors still possess the intent to use UAS in a kinetic attack. A pair of recent federal cases highlights the intent component of a physical UAS threat in the U.S. On April 7, 2014 the FBI arrested Moroccan citizen El Mehdi Semlali Fathi as a part of an immigration investigation that also revealed his aspirations to conduct a bomb attack using a UAS.56 According to FBI recordings, Fathi inquired to a third party about pliers, a cutter, and wires, claiming that the items were intended for a bomb.57 He also stated that he made a chemical bomb in high school and discussed chemical explosives.58 Specifically, Fathi spoke of his plans to fly bombs via “a plane, a remote-controlled hobby-type airplane” into a federal building.59 In September 2014 Fathi pleaded guilty to one count of perjury in an immigration matter but was not charged with anything related to terrorism. Despite the lack of formal charges, the Fathi recordings illustrate the notional intent to use UAS in kinetic attacks.
In another federal case Rezwan Ferdaus was sentenced to 17 years in prison after pleading guilty to attempting to damage and destroy a federal building by means of an explosive and attempting to provide material support to terrorists in 2012.60 For almost a year, Ferdaus planned and took steps to use remote controlled model aircraft as bombs to terrorize the U.S. Ferdaus informed undercover FBI agents, whom he believed to be members of al Qaeda, that he planned to obtain two remote controlled aircraft, fill them with explosives, and fly them into the Pentagon and U.S. Capitol using their built-in GPS systems.61 Ferdaus sought 25 pounds of C-4 plastic explosives to be loaded onto the UAS for the attack.62 This example demonstrates that Ferdaus believed existing UAS capabilities could be used to execute his terroristic intent.
In addition to posing a physical threat, UAS operated as surveillance platforms represent a passive collection threat to critical infrastructure. UAS may be used in the vicinity of critical infrastructure to gather visual information. The following national examples suggest that commercially available (sometimes homemade) systems have the capability to conduct surveillance on protected assets. They also illustrate the complexities involved in determining the intent of a UAS operator and the varied enforcement tools employed by law enforcement officers to take action against dangerous or potentially nefarious flight activities.
In the predawn hours of January 26 2015, a U.S. National Geospatial Intelligence Agency employee lost control of his DJI Phantom quadcopter while operating it for recreational purposes from his apartment near the White House. The device crashed on White House property and was recovered by the U.S. Secret Service.63 The incident demonstrates the vulnerability of federal facilities to UAS overflights and the lack of physical security measures to protect against them, even for the most critical of infrastructure assets. The U.S. Department of Justice announced on March 18, 2015 that they would not press criminal charges against the UAS operator.64 The FAA launched a review of the incident and may pursue administrative action against the operator because all Washington, DC is included in a Special Flight Rules Area of national defense airspace in which all model aircraft and UAS operations are prohibited.65
On May 5, 2014 a quad-copter crashed onto a 30th floor balcony of the Metropolitan Square Building in St. Louis, Missouri.66 Police were not able to locate the operator of the UAS on-scene, however a man did come forward later that week to claim ownership of the device.67 The man stated he was using the UAS to take video footage of historic buildings. Local police notified the FAA of the incident and the FAA responded that no Federal Air Regulations (FARs) had been violated.68 Ultimately the police did not file charges against the operator due to lack of criminal intent. Although the downed UAS did not cause any physical damage to the Metropolitan building, this incident demonstrates the potential threat of UAS use for conducting surveillance of infrastructure locations.
New York City has successfully used its existing criminal statutes to bring charges against a dangerous UAS operator. In October 2013, the New York City Police Department (NYPD) arrested David Zablidowsky for flying his personal UAS over Manhattan. Zablidowsky’s device crashed outside of Grand Central Station and while no one was injured, NYPD cited him for second degree “reckless endangerment.”69 Specifically Zablidowsky was arrested for “flying a remote controlled helicopter off a balcony, losing control, causing it to crash to the ground from an unreasonable height creating a substantial risk of serious physical injury.”70 NYPD identified Zablidowsky by footage from the camera on his UAS, taken inadvertently while he was setting up to launch.71 In New York, second degree reckless endangerment qualifies as a Class A misdemeanor and would carry a penalty of up to a year in prison if Zablidowsky is found guilty.72 The State of New York has not yet passed any kind of UAS law that might play into the investigation.73 It was not until March 2014 that the FAA independently attempted to assess Zablidowsky a $2200 civil penalty for violation of 14 CFR Sections 91.13(a) and 91.131(a)(1). This incident shows that unlike the FAA, local law enforcement can respond more efficiently to UAS incidents.
Another incident in New York State highlights the overlap between protecting critical infrastructure and preserving privacy. In a July 2014 incident, State Troopers in Kingston, NY used an existing statute to prohibit UAS activity. The troopers responded to an incident of a UAS flying outside of the Mid-Hudson medical facility. The device was equipped with a video camera and operating 10-15 feet from windows that looked in on patient examination rooms.74 As a result of this UAS flight and accompanying videography, New York State Police charged David P. Beesmer with a Class E felony for unlawful surveillance in the second degree.75 A class E felony carries a prison sentence of 6 months up to 4 years.76
Although the State Troopers took successful enforcement action against Beesmer, his case brings to light the potential benefits of enacting facilities-based UAS flight restrictions. Presidential Policy Directive 21 identifies Healthcare and Public Health assets as one of 16 designated critical infrastructure sectors.77 Hospitals and medical facilities are so classified due to the life-saving services they provide in response to natural and manmade disasters.78 A UAS flying around the Mid-Hudson Medical Center in the aftermath of a mass-casualty event could disrupt emergency services operations or potentially provide a malicious actor with information about treatment protocols. On a day-to-day basis, hospitals store hazardous chemicals and controlled substances, as well as radioactive material for their radiology departments and UAS could be used to gather information on ways to access these materials. In addition to threatening the general operations of the facility, the Beesmer case shows that UAS can compromise the privacy of patients through passive surveillance. In this instance, a regulation restricting UAS use around medical facilities would be desirable for civil liberties groups as well as for the public safety community.
The threat posed by UAS to public safety is underscored by a similar instance of a UAS endangering the public. In August 2013, a UAS crashed into the stands of the Petersburg, VA Motorsports Park during an event called the “Great Bull Run.” The accident injured four people who were all successfully treated onsite.79 Unlike the Zablidowsky and Beesmer cases, local law enforcement officials were not able to identify the UAS operator.80 Although a local statute would probably do little to deter nefarious actors from flying a UAS over a crowded area, it would reduce the likelihood that casual enthusiasts would be flying over the event and therefore minimize the risk of accidental loss-of-control and crashing.
The UAS threat to public safety and critical infrastructure converges at high capacity stadium events. According to the U.S. Department of Homeland Security, stadiums themselves are part of the Commercial Facilities Sector of critical infrastructure and attract tens of thousands of people during scheduled events.81 In October 2014 the FAA reissued a longstanding special security Notice to Airmen (NOTAM) that establishes Temporary Flight Restrictions (TFRs) for stadium sporting events to specifically prohibit UAS operations at NFL games, NCAA Division I football games, Major League Baseball games, and NASCAR Xfinity Cup races.82 Local law enforcement officers are encouraged to report suspected violations of NOTAM 4/3621 to their local FAA Flight Standards District Office.83 FAA Special Notice 4/0811 issued in 2009 advises pilots to avoid airspace around power plants, dams, refineries, industrial complexes, military installations, and similar facilities.84 The FAA has demonstrated its intent to apply this Special Notice 4/0811 to all aircraft including UAS to ensure airspace safety.85 Unlike NOTAM 4/3621, Special Notice 4/0811 advises compliance but stops short of establishing a flight restriction. Table 3 summarizes specific FAA use restrictions for UAS that may impact local law enforcement personnel. The effectiveness of information sharing to take enforcement action against violators of these notices is still unknown as the FAA has not yet made public data on the number of reported violations they have received from local officers. Even so, the example of restricting UAS flights over stadiums could be implemented as a local policy for assets or events that attract large numbers of people such as shopping centers, parades, office buildings, or beaches.
Table 3. Event and Location-specific FAA restrictions for UAS
Regulation | Issued | Details |
Notice to Airmen (NOTAM) 4/3621 | 2014 | ● Creates Temporary Flight Restrictions (TFRs) prohibiting UAS use at outdoor stadiums and sporting events |
Security Special Notice for Disney Theme Park | 2014 | ● Permanently prohibits all aircraft operations over Disney Park in Orlando, FL |
Washington, DC Flight Restricted Zone (FRZ) | 2010 | ● Designates Washington, DC as National Defense Airspace and Special Flight Rules Area |
Special Notice 4/0811 | 2009 | ● Advises against aircraft operation in vicinity of power plants, dams, refineries, industrial complexes, military installations |
In early January 2015, the FAA published a long-awaited letter entitled “Law Enforcement Guidance for Suspected Unauthorized UAS Operations.”86 The 12-page document does not contain any new regulations, but provides detailed information for law enforcement officers encountering UAS or UAS operators. It outlines the FAA’s legal authority to restrict unauthorized and dangerous UAS operations and requests the support of local law enforcement to limit such activities. The document emphasizes the importance of local law enforcement officers in collecting field information on each UAS-related encounter and provides a list of actions that these officers can take to assist the FAA in ensuring the safety of the national airspace system. The FAA encourages immediate notification of suspected violations of federal UAS regulations to one of 6 FAA Regional Operations Centers.87 Although a welcome resource, this Guidance Letter does not directly improve the enforcement options available to local officers. Instead it seems to confirm that the FAA lacks a sufficient staff of Special Agents to enforce federal regulations and intends to rely on local sworn personnel to collect information and report suspicious UAS activity. This strategy reaffirms the need to develop locally-based UAS restrictions to improve the enforcement environment.
Analysis of reported UAS incidents to the Northern California Regional Intelligence Center (NCRIC) in 2013-2014 indicates that UAS use is increasing and places an additional responsibility on law enforcement to determine operator intent. NCRIC suspicious activity reporting provides an aggregate metric of UAS activity at the regional level. Located in San Francisco, the NCRIC functions as a clearinghouse for information sharing among law enforcement agencies for 15 counties in California and is one of 78 fusion centers across the U.S. As such, the center is ideally situated to gather, analyze, and disseminate information related to emerging threats such as UAS operations. In addition, local agencies look to the NCRIC to pass down information regarding new federal policies and initiatives. This function is particularly germane to UAS as the FAA is delayed in developing nationwide policy. The increasing popularity of UAS by recreational users has resulted in more suspicious activity reports primarily because it is difficult to evaluate intent of the operator. It should be noted that most instances of UAS activity involve harmless hobbyists and are not necessarily indicative of criminal or terrorist activity.
Based on first-hand database access, in the time period 2013-2014 the Northern California Regional Intelligence Center (NCRIC) observed an increase in suspicious activity reporting related to UAS. In the calendar year 2013 the NCRIC received two UAS-specific suspicious activity reports. In 2014 the NCRIC received nine reports for UAS-related activity. The increase in suspicious activity reporting over the past two years confirms that UAS are becoming more popular. The incidence of greater numbers of devices operating in the airspace raises the potential for accidents or injuries to bystanders and increases the threat to public safety. The majority of the reports came from densely-populated urban areas. This may be because urban settings provide more interesting subject matter for UAS operators to film and because there is a greater density of law enforcement officers available to respond to such activity. It is also significant that eight of the eleven total incidents involved flights near infrastructure assets such as structural landmarks or special events locations. This behavior has been observed in other metropolitan areas including Seattle, Charlotte, and Tampa.88 The concentration of the incidents in highly developed locations highlights the importance of local ordinances for regulating UAS operations.
ENFORCEMENT
In addition to problems in developing UAS policy, the FAA suffers from a weak enforcement protocol. Rather than enforcing criminal law as do federal law enforcement agencies –FBI, DEA, CBP, ICE, etc.– the FAA serves as a regulatory agency tasked to create and enforce the rules published in the Code of Federal Regulations (14 CFR § 91), commonly called FARs. In order of severity the tools available to the FAA to enforce the FARs are “oral or written counseling; administrative action, including remedial training; legal enforcement action; and referral for criminal prosecution.”89 The FAA takes administrative action against safety violations by revoking pilot certificates or by seeking monetary civil penalties.90 Cases dealing with suspected criminal conduct are referred to the Department of Transportation Office of the Inspector General or to the appropriate local, state, or federal law enforcement agency for prosecution.91
The current FAA enforcement mechanism does not translate well to the domain of unmanned aircraft. Whereas conventional pilots are certificated and fly registered aircraft from recognized locations (airports), UAS do not fit neatly into this existing regulatory framework.92 Consider the following scenario: When the FAA receives a report of a traditional airplane pilot flying recklessly around a bridge; they typically open an investigation and consider the preponderance of evidence to determine whether or not to strip the pilot of his certificate.93 If the pilot then attempted to fly without a certificate he would be in violation of Title 49 U.S. Code where an individual “knowingly and willfully operates or attempts to operate an aircraft eligible for registration under section 44102 of this Title knowing that the certificate of registration is suspended or revoked.”94 Now in violation of U.S. Code, criminal penalties against the pilot would be enforced by a federal law enforcement agency, not the FAA.95 The licensing situation is different with UAS. Unless a UAS has been granted a COA, SAC, or exemption by the FAA, the UAS operator will most likely have neither a pilot’s license nor a registered device. Without these documents the FAA does not have the ability to take certificate action against most UAS operators and must rely more heavily on civil penalties.
FAA regulations also do not preclude a state or local agency from prosecuting criminal matters involving aviation or from implementing more restrictive guidelines for operations. As a regulatory body the FAA can only enforce civil or administrative law with respect to airspace, while local law enforcement agencies can act on their own criminal statutes.96 For example, Class G airspace (1200 feet or lower above ground level) is considered uncontrolled airspace and not regulated by air traffic control.97 States or cities may seek to control UAS operations in class G airspace to expand upon federal regulations or attempt to control specific UAS use cases that the FAA does not.
The status of the first case in which the FAA prosecuted a civil operator of a model airplane with a camera attached shows that FAA policy does not effectively safeguard local infrastructure assets and ensure public safety from UAS operations. The incident involved a subject named Raphael Pirker flying a Ritewing Zephyr model aircraft to take pictures of the University of Virginia Medical Center in 2011, a task for which he was paid. In this case, the FAA sought to assess Pirker a civil penalty of $10,000 for violating 14 U.S.C. § 91.13(a) which states that “no person may operate an aircraft in a careless or reckless manner so as to endanger the life or property of another.”98 Pirker claimed that he was operating a model aircraft rather than a UAS and filed a Motion to Dismiss the charges against him based on the fact that FARs do not have authority over model aircraft flight operations.99 A judge from the National Transportation Safety Board –the agency charged with investigating and prosecuting all civil aviation-related incidents– initially granted Pirker’s Motion to Dismiss finding that there does not exist an enforceable FAA rule or CFR that applies to model aircraft or for classifying model aircraft as a UAS.100 The FAA Administrator appealed that decision and won a small victory when it was reversed on November 17, 2014. This NTSB judge cited 49 U.S.C. § 40102 (a)(6) where the term ““aircraft” means any contrivance intended, used, or designed to navigate, or fly in, the air” and found that the FAA does have authority to prohibit careless and reckless operation of unmanned aircraft based on 14 CFR § 91.13(a).101 The November decision remanded the case back to the NTSB law judge to determine if Pirker did indeed operate his UAS in a careless or reckless manner.102 The case was settled out of court in January 2015 when Pirker agreed to pay the FAA an $1100 fine.103 Considering that the flight in question took place in 2011, the FAA’s inability to take timely action against Pirker has been interpreted by the UAS community as a sign of federal enforcement impotence and demonstrates the need for local UAS laws to preserve public safety.
The Pirker case marks the first time the FAA attempted to fine an individual UAS operator, however the Administration has employed other enforcement tools and penalties to curtail civil UAS operations. Upon learning of unauthorized UAS flight activity, the FAA has implemented the following chain of consequences in order of severity: verbal warning, a warning letter, and an order to stop the operation.104 For example, when Lakemaid Beer Company posted a YouTube video showing a UAS delivering a 12-pack of its beer to ice fisherman in Minnesota, FAA officials called the company president with a verbal warning to stop operations.105 As of February 2014, the FAA had sent out 17 “cease and desist” letters to companies across the U.S.106 In one such letter sent to TornadoVideos.net in Norman, Oklahoma, the FAA representative claimed that the company’s website indicated that they may be operating UAS for the commercial purpose of selling videos and conducting tornado research without proper authorization.107 Although it is unknown how many phone calls or emails the FAA has sent out to suspected operators, all violators were discovered from complaints, open source information, advertising, or gray literature. This enforcement strategy aims to limit the growth of commercial UAS enterprise, however small scale operations could easily avoid FAA scrutiny by limiting their media exposure.
State legislation increases enforceability by describing penalties for illegal use of UAS. Tennessee’s statute acknowledges that the sharing of data collected by UAS also poses a threat to commercial security. In Tennessee Code “surreptitious commercial surveillance” occurs when a UAS operator captures an image with the intent of collecting data on a person or property.108 Such unwanted surveillance is considered a Class B misdemeanor punishable by up to 6 months in jail and/or a $500 fine.109 It is a further Class A misdemeanor offense to disclose, display, or distribute that data, which comes with a penalty of up to 12 months in jail and a $2500 fine.110
The Louisiana UAS law establishes a fine of up to $500 and 6 months in prison for using a UAS to conduct surveillance on specifically defined targeted facilities.111 A second conviction raises the fine ceiling to $2000 and the potential prison term to one year.112
Idaho law establishes a civil penalty of $1000 for violation of its UAS use restrictions against unwarranted surveillance.113 The Texas Privacy Act provides for a civil penalty of $5000 for UAS images captured in a single sweep without the express consent of the individual or property owner being photographed.114 The Act also classifies this offense as a Class C misdemeanor.115 The disclosure, display, or distribution of said images is also punishable in Texas by a fine of $10000 per episode and classified as a Class B misdemeanor.116
Oregon took a forward-thinking approach to restricting UAS activity by establishing explicit penalties for weaponizing or hacking UAS. Oregon legislators acknowledged the idea that UAS command and control systems are vulnerable to cyber-attack by establishing criminal penalties for intentionally interfering or gaining unauthorized control over drones licensed by the FAA, DOD or state and local agencies.117 For example, interfering with or gaining control of a UAS licensed by the FAA or operated by a public entity in Oregon is considered a Class C felony.118 The Oregon statute also created a Class A felony provision for persons firing bullets or projectiles from a UAS, using a UAS with laser directed at an aircraft, or crashing a UAS into an aircraft.119 Wisconsin similarly criminalizes the use of a weaponized drone with the penalty of a Class H felony.120 Possessing or using a UAS as a weapon in North Carolina is a Class E felony punishable by up to 5 years in prison.121 While the severity of the penalties varies from state to state, each piece of legislation provides law enforcement with clear guidelines for identifying and citing UAS activity that might endanger the public or threaten infrastructure assets.
While 15 states have implemented UAS legislation, as of January 2015 only one municipality in the U.S. has implemented a local ordinance specifically restricting UAS use. On March 20, 2013 the city of St. Bonifacius, Minnesota (pop. 2,286) enacted a UAS ban over its airspace. Section 9-9.3 of St. Bonifacius City Ordinance 115 reads: “Prohibition. No person, entity, governmental unit or law enforcement agency may operate a Drone within the air space of the City.”122 St. Bonifacius defines “air space of the City” as airspace below 600 feet.123 Section 9-9.5 of the ordinance establishes a penalty for violation whereby “Use or operation of a drone within the airspace of the City in violation of this Ordinance shall be a misdemeanor, punishable in accordance with State Law.”
On May 21, 2013 the city of Evanston, Illinois (pop. 74,486), passed an “anti-drone” resolution although it does not carry the same weight as an ordinance. The Evanston City Council resolution declares a 2 year moratorium on the use of UAS in the city, however it contains exemptions for hobby and model aircraft.124 The exemptions may serve to introduce confusion into the bill that a categorical ban on UAS use would avoid. The Evanston resolution only expresses City Council’s support for the moratorium and does not outline penalties for non-compliance as an ordinance would. A handful of other cities have passed ordinances restricting UAS use by government agencies, however they stop short of creating “no-drone zones.”125
Beyond categorical bans, local governments may incorporate UAS use restrictions into broader ordinances. In March 2013, the township of Conoy, Pennsylvania (pop. 3,248) enacted Ordinance 1-3-14 which defines and prohibits specific nuisances in the township.126 The ordinance defines a nuisance as “the unreasonable, unwarrantable, or unlawful use of public or private property which causes injury, damage, hurt, inconvenience, annoyance or discomfort to any person or resident in the legitimate enjoyment of his reasonable rights of a person or property.”127 Among other activities such as storing garbage or junked vehicles and letting buildings fall into disrepair, the ordinance prohibits “the operation of remote controlled or other non-tethered aircraft over property not owned by the operator and without the permission of the property owner” on any public or private property in Conoy Township if that action is determined to constitute a nuisance.128 The ordinance also outlines penalties for noncompliance, beginning with a written notice and escalating to a $300 fine for each violation. Unlike the St. Bonifacius example, the Conoy ordinance does not address airspace jurisdiction and therefore avoids any potential conflicts over FAA authority. As a result, the nuisance ordinance may prove to be more enforceable than a zone-based airspace restriction on UAS operations.
Due to the urban nexus of UAS activity evidenced in NCRIC reporting, enforcing UAS flight restrictions around areas of specific land use is perhaps easier than trying to create airspace regulations that respect FAA authority. The National Parks Service took this approach by enacting their “3-point system” in 2014 to prohibit UAS takeoff, landing, and operation from or on park-owned property.129 The City of Los Angeles had a similar existing Municipal Code dating to 1979 that was invoked in August 2014 when Los Angeles Port Police cited Daniel Saulmon with a misdemeanor for flying his UAS over the San Pedro, CA harbor in violation of Los Angeles Municipal Code 63.44 (B)(8).130 In California a misdemeanor is punishable by up to a $1,000 fine and/or 6 months in county jail.131 Section 63.44 of the Municipal Code prohibits certain activities on property owned by the city or controlled by the Harbor Department specifying that “No person shall land, release, take off or fly any balloon, except children toy balloons not inflated with any flammable material, helicopter, parakite, hang glider, aircraft, or powered models thereof, except in areas specifically set aside therefor.”132 For the Saulmon incident the language of “aircraft, or powered models thereof” was interpreted to include UAS and could be used to restrict UAS activity on other city properties. This example demonstrates that local codes written well before the invention of UAS may include broad language that can still be used by law enforcement personnel to restrict their use. While such creative solutions can limit potentially dangerous UAS operations, clear and specific UAS laws are still imperative for improving the enforcement environment at the local level.
MOVING FORWARD
There exists an immediate need to bridge the gap between policy and enforcement action for UAS operations that might endanger critical infrastructure or innocent bystanders. Passing local ordinances represents a key step towards mitigating these threats.
To begin from scratch, a local ordinance would include a pre-established scale for law enforcement officers to escalate a UAS incident. Consider the following scenario in the current policy environment: A security official at a high-rise in a major urban area reports to the police that a UAS is flying outside of the building. A local patrol officer is dispatched to investigate the incident by making consensual contact with the operator. If an operator refuses to answer questions or provide identification in this “walk-and-talk” encounter, the officer is not in a position to detain the subject or seize their UAS because they lack reasonable suspicion to do so.133 Developing municipal or countywide ordinances would allow for more comprehensive reporting of incidents and increase local enforcement authority to restrict reckless or nefarious UAS operations. For example, if an individual hobbyist is cited twice for illegal overflights or reckless operation they might be charged with a misdemeanor, required to pay a monetary penalty, and forfeit their device. This type of standard procedure would eliminate any “gray area” for enforcement at the local level.
In addition to establishing standards for officers dealing with UAS incidents, local ordinances would also include provisions for creating no-fly zones. As discussed earlier, Air Traffic Control is not responsible for airspace below 1200 ft. Only 5 buildings in the U.S. exceed this threshold, so in most cases cities would be within their rights to restrict operations in airspace around high-rises. A sample municipal code might also create no-fly zones in and around specific assets such as electrical substations, shopping centers, arenas, hotels, residential areas, or museums. Another avenue would be to create a categorical prohibition barring any UAS operations in a defined urban area while public parks and open space could be designated as “in-bounds.” This might take the reverse form of Los Angeles Municipal Code 63.44 and is not unreasonable; especially considering the fact that conventional model airplane hobbyists are accustomed to flying their craft away from urban areas.
The intersection of interests among municipal governments, businesses, the public safety community, civil liberties groups, as well as model airplane and UAS hobbyists will facilitate the development of local ordinances to govern use. Legislators and law enforcement liaisons will be able to enlist the support of a broad coalition of groups. Making allies of these entities will facilitate efficient policymaking by hedging against dissent at city council meetings. For example, municipal governments would support no-fly zones for UAS in order to protect their constituents and tax base from physical threats. Commercial enterprises want to protect their facilities and equipment from unauthorized surveillance. The law enforcement and first responder communities would support local ordinances because creating no-fly areas will minimize public endangerment and increase the authority of officers to protect the population. Civil liberties groups that typically oppose UAS use for surveillance as a violation of privacy may actually lend their backing to an ordinance that limits UAS operations. While hobbyists might initially resist restrictions on their model aircraft or UAS flying, any concessions they make in accepting no-fly zones could be rewarded by expanding allowable operations in other parts of the city or county. In this way, stakeholders from all sides may ultimately become allies in establishing local ordinances to prevent potential damage and fatalities caused by UAS.
As with any piece of legislation, UAS ordinances will also encounter opposition. The most vocal opponents of no-fly zones might be commercial operators, or those flying UAS for a profit. Markets for services such as cinematography, real-estate photography, and shipping have already emerged in metropolitan areas. Businesses earn money by using UAS to achieve unique perspectives and faster delivery times so their effectiveness would be hindered by no-fly zones. One potential solution would be to charge a fee for registering a UAS and imposing fines for violating the licensing criteria or the no-fly zones. As a part of the licensing process, UAS owners would also be required to furnish proof of liability insurance. The FAA’s practice of granting Section 333 airworthiness exemptions while still requiring pilot and medical certificates may represent the maximum reach of their regulatory power over civil UAS. Local jurisdictions will still be responsible for most face-to-face encounters with operators. In this way, a local UAS registration requirement could function similarly to a fishing license or permit.
A local registration program or ordinance might also reduce the demand for city and county resources from the current enforcement environment. For example, an officer confronting a dangerous UAS operator without appropriate authority to cite the subject wastes both time and money because there is rarely a definitive outcome, only an ongoing investigation.134 That single encounter requires additional investigative and analytic resources to build a case against the subject whereas an ordinance would ultimately shift those costs over to clerks assigned to process the citations. These workers are often employed at lower wages than sworn personnel.135 A well-worded and specific UAS ordinance that minimizes ambiguity is also essential to minimize the reporting and administrative burden. Any kind of local UAS policy has the potential to increase the workload for city officials and administrators, however registration fees and fines could serve to offset costs and perhaps as sources of revenue for the municipality. Of course life-safety is the first priority of any public safety organization, and resource allocation for enforcing UAS statutes would compete with preventing more “traditional” criminal activity such as gangs, drugs, and homicide.
A local regulation against UAS flights around specifically prioritized assets or events and an accompanying registration program will serve to standardize reporting, citation procedures, and penalties. Enacting a local ordinance establishes a systematic approach by which law enforcement officers can make contact with UAS operators, and gives these officers the code they need to take appropriate enforcement action. Conducting more encounters will ultimately contribute to increasing homeland security by providing more accurate information to differentiate malicious UAS activity from harmless hobby flights. This data can then be used for crime analysis, resource allocation, and predictive policing. The action taken by local jurisdictions to protect critical infrastructure and preserve public safety addresses more nuanced UAS uses than state or federal legislation and may be achieved more quickly. While the FAA continues to send out cease and desist letters to problem UAS operators, local governments should seize this unique opportunity to claim their own enforcement authority.
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